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2.1 [ZF

2.1.1 wifimanager

(1) RF31EER

tina-dev/platform/allwinner/wireless/wifimanager/core/include/wifi_log.h

10 typedef enum __wmg_log_level{
11 WMG_MSG_NONE =0,

12 WMG_MSG_ERROR,

13 WMG_MSG_WARNING,

14 WMG_MSG_INFO,

15 WMG_MSG_DEBUG,

16 WMG_MSG_MSGDUMP,

17 WMG_MSG_EXCESSIVE

18 }wmg_log_level_t;

tina-dev/platform/allwinner/wireless/wifimanager/core/src/log/wifi_log.c

27 static global_log_type_t global_log={
28 .wmg_debug_level=WMG_MSG_INFO,
29 .wmg_log_para=0,

30}

78 void wmg_set_debug_level(wmg_log_level_t level)
794

80 global_log.wmg_debug_level=level;
81}

82

83intwmg_get_debug_level()

84 {

85 return global_log.wmg_debug_level;
86}

(2) B fER

R 2-1 {TEDERERH S

we AR A

wifi -D exce EERFTENFLR A exce, REHFRo

wifi -D dump EEFTENER S dump.

wifi -D debug EFTENZELR /I debug,

wifi -D info BOATENZER A info, ERIAITENSELR.
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we fRFEIR A

wifi -D warn BRFTENELR N warn,

wifi -D error BEITENELR A error,

wifi -D open FIFITENME BRYiE) L, XHEREZE, KRB, 175, BARTH, 5
L EMFTENFER R AR,

wifi -D close XAFTENMES BB E, XHKRE, K¥E, 175,

40

root@TinaLinux:/# wifi -D open
root@TinaLinux:/# wifi -D warn
2023-08-07 11:43:21:564: WWAR: [src/os/linux/scan.c:parse_scan_results:191]scan ssid too long, we set to NULL

2.2 RjaE)f¥

2.2.1 wpa_supplicant

(0 588
openwrt FHiFA X ZIFZBIAIEE, tina5.0 F buildroot B A AEIE B2 4F wifimanager

(1) RS

1.EFBR: tina/out/xxx[E A&7 Z]/build_dir/target/hostapd-wpad-XXX/hostapd-2020-06-08-XXX/

1.1 git init;git add +all .;git commit -s(init: git init)

1.2 A&k fEgit add .;git commit -s; git format-patch -1

1.3 ¥ 1.24% B patch> ik Elitina/openwrt/openwrt/package/network/services/hostapd/patchesB R,

(1 35285
ZARE AT RRERFMITENRL

(2) Btk

1.package/network/services/hostapd/patches/410-limit_debug_messages.patchZcHilb& T o
2.3kzhwpa_supplicantBti-d&#, BEFISIET.
wpa_supplicant -i wlan0 -Dnl80211 -c/etc/wifi/wpa_supplicant.conf -O /etc/wifi/sockets -d (-dd/-ddd)

(0 388
{&Bh wifi -D exce EIFigBREFR, TIUITH wpa_supplicant BIEXIAFTED,

2.3 IXEp

WehaIERIEGEE R EIBA &, XBFENA xradio # realtek 89,
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2.3.1 XRADIO

xradio IXEAERIAZIN debugfs, @I T RITHIRI A TR B BN ERRVFTENF R 40:

(1)/sys/kernel/debug/xradio_host_dbg FERBFERIZITEND T, W, HIBEWASE.

root@TinaLinux:/sys/kernel/debug/xradio_host_dbg# s
dbg_ap dbg_logfile dbg_sta hwinfo dbg_bh

dbg_pm dbg_tpa_node set_sdio_clk dbg_common dbg_sbus
dbg_txrx tx_burst_limit dbg_etf dbg_scan dbg_wsm

Blgn: FTFFHEBIBIFTED:

root@TinaLinux:/sys/kernel/debug/xradio_host_dbg# echo 0xff >dbg_scan
root@TinaLinux:/sys/kernel/debug/xradio_host_dbg# wifi_scan_results_test

HA AR AR AR KRR KRR AR R AR G L 0 L Rk Ak kR A ARk Rk Rk
[139.041061] [SCAN] xradio_hw_scan

[ 139.047482] [SCAN] vif0 Scan request(2.4G-14chs) for 0 SSIDs.
[ 139.056753] [SCAN] xradio_remove_wps_p2p_ie
[139.070178] [SCAN] xradio_scan_work
[ 139.074120] [SCAN] Scan split ch(11).

[ 139.078486] [SCAN] xradio_scan_start
[ 140.255037] [SCAN] xradio_scan_complete_cb
[ 140.259684] [SCAN] xradio_scan_timeout
[ 140.263884] [SCAN] xradio_scan_complete
[ 140.268238] [SCAN] xradio_scan_work
[ 140.272149] [SCAN] Scan split ch(3).
[140.276191] [SCAN] xradio_scan_start

[ 140.623986] [SCAN] xradioZscan_complete_cb

[ 140.628648] [SCAN] xradio_scan_timeout

[ 140.632847] [SCAN] xtadio_scan_complete

[ 140.637177] [SCAN] xradio_scan_work

[ 140.641105] [SCAN] Scan completed.

[ 140.644917] [SCAN] xradio_scan_restart_delayed

(2) EBEMILE sdio X

cat /set_sdio_clk FRIAROFRTITRITHISNER,
echo 50000000 > set sdio_ck 1&2sdio$iZEAI50M,

(3) lRA=fE2

root@TinaLinux:/sys/kernel/debug/ieee80211/phy0/xradio# cat version
Driver Label:XR_V02.16.84_P2P_HT40_01.31
Firmware Label:XR_C09.08.52.73_DBG_02.122 2GHZ HT40 May 18 2021 13:36:09

(1 3588
A EEEE R AR MIEIIHE E.

(4) MZEER

echo 0xffff, Oxffff > /sys/kernel/debug/ieee80211/phy0/xradio/parse_flags

0x1 EREEHImi

0x2 BREEM (FHAEEMIERIN)
0x4 B RERIBM

0x8 TR
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0x10 =7 TCP ¥ im

0x20 &7 UDP ti¥ii

0x40 5= DHCP ¥ i

0x80 &7 ICMP il (8% ping thi¥
0x100 E7 PF_8021X 1M s

0x200 EE EH 2/~ MAC BMFFIS
0x400 FEE EP B RB & MAC it

0x800 7E15 B EBRIR MAC #ititF] B4R MAC itk
0x1000 7£15 B B/RELE XTI MAC ik
0x2000 FEE EHF 2R IP #isik

0x4000 ERARFI XA

Bgn: #T7 dhep M3z E

root@TinaLinux:/sys/kernel/debug/ieee80211/phy0/xradio# echo 0x40,0x40 > parse_flags
[ 545.289828] [XRADIO] txparse=0x0040, rxparse=0x0040

root@TinaLinux:/sys/kernel/debug/ieee80211/phy0/xradio# wifi_connect_ap_test AW-PDC-PD2-xiaomi2.4g 22224444

Connected to the AP(AW-PDC-PD2-xiaomi2.4g)

Getting ip address(AW-PDC-PD2-xiaomi2.4g)......

[ 572.295284] [XRADIO] if0-TX---DHCP, Opt=53, MsgType=1
[ 572.736012] [XRADIO] if0-RX---DHCP, Opt=53, MsgType=2
[ 572.743721] [TXRX_WRN] drop=1759, fct(=0x00d0.

[ 572.785287] [XRADIO] if0-TX---DHCP, Opt=53, MsgType=3
[ 572.801084] [XRADIO] if0-RX---DHCP, Opt=53, MsgType=5
Wifi connect ap : Success!

(5) &%& xradio_bh,xradio_proc BIZIZ R HE4R

xr829/wlan/bh.c
xradio_bh()
{
ret = sched_setscheduler(hw_priv->bh_thread, SCHEDFIFO, &param);
}
xradio_proc()
{
ret = sched_setscheduler(hw_priv->proc.proc_thread,SCHED_FIFO, &param);
}
linux-5.4/include/uapi/linux/sched.h
80 /*
81 * Scheduling policies
82 */
83 #define SCHED_NORMAL 0
84 #define SCHED_FIFO 1
85 #define SCHED_RR 2
86 #define SCHED_BATCH 3
87 /* SCHED_ISO: reserved but not implemented yet */
88 #define SCHED_IDLE 5
89 #define SCHED_DEADLINE

2.3.2 RTLXXX

rtl BYEEIEHITE makefile FENZSAITS], FTHARA LUEE T =5 L RITHIFTENE LK,
LA rtl8723ds Affl: drivers/net/wireless/rtl8723ds/Makefile

(1) EhtEIHFR

WRINFRE © HiB2ERHRRNBRAR. RE—IRF
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CONFIG_RTW_DEBUG =y //AZH AT mBE4T
CONFIG_RTW_LOG_LEVEL =3 //R] LU B EIAEIR FEK([0-4]
echo 4> /proc/net/rtl8723ds/log_level //REFRITH T, AIUFahERITENER

(2) &F RTL8723DS B9 RTWHALXT, RTW_XMIT_THREAD,RTW_RECV_THREAD RY4R 2L 5K

rtl8723ds/core/rtw_xmit.c
rtw_xmit_thread()
{
struct sched_param param ={.sched_priority =1},
sched_setscheduler(current, SCHED_FIFO, &param);
}
rtl8723ds/core/rtw_recv.c
rtw_recv_thread()
{
struct sched_param param ={.sched_priority =1},
sched_setscheduler(current, SCHED_FIFO, &param);
}
rtl8723ds/hal/rtl8723d/sdio/rtl8723ds_xmit.c
rtl8723ds_xmit_thread()
{
struct sched_param param ={.sched_priority =1}
sched_setscheduler(current, SCHED_FIFO, &param);
}
linux-5.4/include/uapi/linux/sched.h
80 /*
81 * Scheduling policies
82 */
83 #define SCHED_NORMAL 0
84 #define SCHED_FIFO 1
85 #define SCHED_RR 2
86 #define SCHED_BATCH 3
87 /* SCHED_ISO: resérved but notimplemented yet */
88 #define SCHED_IDLE 5
89 #define SCHED/DEADLINE 6

(3) ZE Ha] sdio SnE

( cat /proc/net/rt18723ds/wlan0/sdio_card_info )

2.4 SDIO

(1) BEhtiEd TR

cat /sys/devices/platform/soc/sdcl/mmc_host/mmcl/mmc1:0001/mmc1:0001:1/device //i&#id
root@Tina:/sys/devices/platform/soc/sdcl# ls

driver sunxi_dump_clk_dly

driver_override sunxi_dump_gpio_register

mmc_host sunxi_dump_host_register

modalias sunxi_host_filter_w_sector

of_node sunxi_host_filter_w_speed

power sunxi_host_perf

subsystem sunxi_insert

sunxi_dump_ccmu_register uevent

BRNEA sunxi_insert: FEIFRENINEE. EMTREXTHFSMRE, ELFETH.
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echo 0> /sys/devices/so0c.0/1c0f000.sdmmc/sunxi_insert(&iFIEEIE#AEEER)
echo 1> /sys/devices/so0c.0/1c0f000.sdmmc/sunxi_insert(&iFIEEhEHIEN)
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, #i0 : ping 19216831
foil e AE pingitRipiEtt , 40 : ping 183 232, 231174 RAR RG]

ping#HFEEES | 40 : ping www.baidu.com [REERATLUERIDI A

i AR, — in et Wi
Fiwpa ¢ AOwifimanage 75 LIZ =5 {Tina_Linux Wi-Fi_Sig R
R (PSS B Ewpa_supplic [

{ERlsmod frS EFEERNHET R SIS, (SNIEHEEIERSINEE]
—

| oem
BRI ? _{
L enms

L demoFf#

—

BT EBRRUGHER? —]

2 MESFRE —

@

(3) ZAfria)R: =)@
Fa) BN HFESEFIE T,

, BEMND A ESZE (Tina_Linux_Wi-Fi_ B LR @EHETE
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»\f"‘

&, RERE ML
Tio
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XHEER: W

4.1 BREhiEx%

4.1.1 HIEERE
(1) REE
1) $#17: wifi_scan_results_test/wifi -s/wpa_cli#t TR, FHeH<LSE (Tina_Linux_Wi-Fi_BHHFLIERE) -
2) $1T: ifconfig wlan0ZEEM-EHPIRZS.
3) $17: Ismod&EHwlantERINEFAVIRE.
4) $47: ps|grep -rn wpa_supplicant | grep -v grep&&wpa_supplicanti# 2Rz
5) BERMEAE, &% (Tina_Linux_Wi-Fi_tSA1E1ER) SEBIIRIZET D,
6) BERIAE, £ (Tina_Linux_Wi-Fi_B4AEEm) SEBIIHEET O,
7) HaikfirmwareBIhRZA, [EFE24M/40MBIREIX ],
8) HyiNdtsthwlanBMMNMEEE. % (Tina_Linux_Wi-Fi_#A1EER) BEIESEETRE,
(0 388
$ 1-8 GHEINIRF , REMP R 1-4 E(IIREN, wpa_supplicant g3, wlan0 k.
(2) Bt
1) BERFTETEISNETEIERER,

2) BEX
3) kR
4) WEE

RE TSN EARIREEES | B EE T,
SRR R
THIBME, LHISHSIE (B0, BLEBrBT_WAKEUP_APS IRl RIS NIRER) o

5) ZHEBIRETIEL.

(1 3588

B AT LB R EDEISHR, £% (Tina_Linux_Wi-Fi_ i24A1B1EIEME) BHIERFETRE,

4.1.2

'»

Al A

'y

o

s R

!

= 0. =5
o &

FEHl—: fw BEFLAESFEHIR=MNE KK

: R528+XR829 IX=hANEL KK,

FEBmNIER-+<.

FiF: R528,

12H: XR829,

EARI: lsmod BET xr829,

WAFRE © BRiBeERHERNERAE. RE—TMF
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CIFbag i

1L IOBEEHESEER,

o HE: AAFRAKRME VCC_WIFI, VCCIO_WIFI HEBIEE,

o fERE: F/RKESHMEY WLAN-REGON 3IRIRVKT, MaF, BEREARFISE.
BYeh: AR EsHTEN SDIO_CLK, 24M, 32K W55 HE, WMEEE,

o SNE: FEHRIFEEZINEFFRIIEE, WEBEEBEWLR, REBK, URRAER.

No

ERHEERSIER.

ZE dts FxTF wlan B95|BIFITHEEEC B EE .
K firmware BREIEE,

A &I firmware EEEMIEALE, SRERLE, BEREMNEBNF—E
3. pARZBHAE.
AGUSEBYE sunxi-rf IR A SRECERVARMT, TENIZB IR —ARBI LIEEIZIT R UAFTEN:

[ 1.117385] sunxi-rfkill soc@3000000:rfkill@0: module version: v1.0.9

[ 1.139386] sunxi-rfkill soc@3000000:rfkill@0:wlan_busnum (1)

[ 1.145919] sunxi-rfkill soc@3000000:rfkill@0: Missing wlan_power.

[ 1.152844] sunxi-rfkill soe@3000000:rfkill@0: wlan clock[0](32k-fanoutl)

[ 1.160554] sunxi-rfkill Soc@3000000:rfkill@0: wlan_regon gpio=204 assert=1

[ 1.168408] sunxi-rfkill soc@3000000:rfkill@0: wlan_hostwake gpio=202 assert=1
[ 1.176569] sunxi-rfkill soc@3000000:rfkill@0: wakeup source is enabled

4. RN INELE S

root@TinaLinux:/#insmod /lib/modules/5.4.61/xr829.ko
[16378.180038] ======== XRADIO WIFI OPEN ==£=====
[16378.185389] [XRADIO] Driver Label:XR_V02.16.84_P2P_HT40_01.31
[16378.192185] [XRADIO] Allocated hwpriv @ 2e0a0149
[16378.199760] sunxi-rfkill soc@3000000:rfkill@0: bus_index: 1

[ ]

16378.216539] sunxi-rfkill soc@3000000:rfkill@0: wlan power on success

16378.604372] mmcO: new high speed SDIO card at address 0001

16378.611327] [SBUS] XRadio Device:sdio clk=50000000

16378.618987] [XRADIO] XRADIO_HW_REV 1.0 detected.

16378.674709] [XRADIO] xradio_update_dpllctrl: DPLL_CTRL Sync=0x00c00000.
16378.708083] [XRADIO] Bootloader complete

16378.712891] xradio_wlan mmc0:0001:1: Direct firmware load for fw_xr829.bin failed with error -2
16378.722696] [XRADIO_ERR] xradio_firmware: can't load firmware file fw_xr829.bin.
16378.731018] [XRADIO_ERR] xradio_load_firmware: can't download firmware.
16378.738477] [XRADIO_ERR] xradio_load_firmware failed(-2).

16378.744963] sunxi-rfkill soc@3000000:rfkill@0: wlan power off success
16378.852274] [XRADIO] Remove SDIO card 1

— o —

failed to insert /lib/modules/5.4.61/xr829.ko

HEAMUESR LB, HFEER, BEE FE firmware LK T, ¥Z firmware BIERR,
ﬁ%o
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R R

firmware XHRRIEHE, tina EZARRIRZ/lib/firmware, EF BB firmware IR EH
T /etc/firmware,

RN E

GBS 755 B fw_xr829.bin X IEM iR HEIXE]/lib/firmware B&1E B AL,

REAFER. B firmware BIEEEH load BRERF—o

BREL:

1. KEBRGERRERE,

o HEE: MFEHIRIMHESIIREANEBESR, BHRRIE NEEEINIEARIMESE,

o fFRE: RIBBAMIEHHTE WL-REG-ON 5 |HIFYES RN, A ResMEEREhINE T E WL-REG-
ON BYBY = R 2 B

o BY%P: FAKESHMEY SDIO_CLK, 24M, 32K M55 KHFZE,
o SMNE: FEHRIFEEZINESFFRIEE, WBEBER, REER, UNEARSFEER.

2 NBERHEERTIER,

dts FXF wilan B95 | RIFIZNREERE B S AR IR I — B

D ivi
B firmware fRE,

m  |mt

3. At RZRMEE.

4. HRRENINE B,

ERRE:

REHEERDTERR, RENTER:

o BHEFIEE [& PCB]

o RMIMRHEE [& board.dts, config-4.9(5.4), defconfig] o

o RMEHFZ Y sdio_clk, wlan-regon, 32k IR EL
o RHRZETEHSE,

4.1.3 EHZ: wakeup 5|EIREE FEHIXEhINE KM

in)EHER . Tina+R528+XR829 IX&hiN# & & S wifi TiEEMA.

By -8
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=i RS

F#%: R528,
1ReH: XR829,
in)EARIL :

1T wifi -o sta ¥, 1=R:

Successfully initialized wpa_supplicant

Could not read interface wlan0 flags: No such device

nl80211: Driver does not support authentication/association or connect commands
nl80211: deinit ifname=wlan0 disabled_11b_rates=0

Could not read interface wlan0 flags: No such device

wlanO: Failed to initialize driver interface

EFba i

1. E3ie)A

root@TinaLinux:/# wifi_daemon
root@TinaLinux:/# wifi -o sta

Successfully initialized wpa_supplicant

Could not read interface wlan0 flags: No such device

nl80211: Driver does not supportauthentication/association or connect commands
nl80211: deinit ifname=wlan0 disabled_11b_rates=0

Could not read interfacewlan0 flags: No,such device

wlanO: Failed to initialize driver intefface

MERTRAEIUES wlan0 B8, &R—AREBRIFHIAIXE, wpa_supplicant, wlan0.

2. #IAI¥zh, wpa_supplicant,wlan0.

root@TinaLinux:/# ifconfig wlan0

ifconfig: wlan0: error fetching interface information: Device not found
root@TinaLinux:/# lsmod| grep -rn xr829

root@TinaLinux:/# ps | grep -rmwpaZsupplicant | grep -v grep

H ARG wlan0 {E8) wpa_supplicant #2ARZ5, M wpa_supplicant 2RSS X EBIIREH 6l &2
wlan0 B = HIELZIMRMERM T, MEDTIEEhINEBE.

3. FepmE Kz 2B E.

root@TinaLinux:/# insmod /lib/modules/5.4.61/xr829.ko

[ 732.808177] ======== XRADIO WIFI OPEN ========

[ 732.813819] [XRADIOQ] Driver Label:XR_V02.16.85_P2P_HT40_01.31

[ 732.820727] [XRADIO] Allocated hw_priv @ dc9a08f9

[ 732.827711] sunxi-rfkill soc@3000000:rfkill@0: bus_index: 1

[ 732.844882] sunxi-rfkill soc@3000000:rfkill@0: wlan power on success

[ 733.052151] sunxi-mmc 4021000.sdmmc: sdc set ios:clk OHz bm PP pm UP vdd 21 width 1 timing LEGACY(SDR12) dt B

[ 733.052839] [XRADIO] Detect SDIO card 1

[ 733.063428] sunxi-mmc 4021000.sdmmc: no vgmmc,Check if there is regulator

[ 733.087786] sunxi-mmc 4021000.sdmmc: sdc set ios:clk 400000Hz bm PP pm ON vdd 21 width 1 timing LEGACY(SDR12)
dtB

WRINFRE © HiB2ERHRRNBRAR. RE—IRF
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[ 733.112780] sunxi-mmc 4021000.sdmmc: sdc set ios:clk 400000Hz bm PP pm ON vdd 21 width 1 timing LEGACY(SDR12)
dtB

[ 733.127496] sunxi-mmc 4021000.sdmmc: sdc set ios:clk 400000Hz bm PP pm ON vdd 21 width 1 timing LEGACY(SDR12)
dtB

[ 733.149785] sunxi-mmc 4021000.sdmmc: sdc set ios:clk 400000Hz bm PP pm ON vdd 21 width 1 timing SD-HS(SDR25)
dtB

[ 733.161429] sunxi-mmc 4021000.sdmmc: sdc set ios:clk 50000000Hz bm PP pm ON vdd 21 width 1 timing SD-HS(
SDR25) dtB

[ 733.173344] sunxi-mmc 4021000.sdmmc: sdc set ios:clk 50000000Hz bm PP pm ON vdd 21 width 4 timing SD-HS(

SDR25) dt B

733.186008] mmc1l: new high speed SDIO card at address 0001

733.193385] [SBUS] XRadio Device:sdio clk=50000000

733.208941] [XRADIO] XRADIO_HW_REV 1.0 detected.

733.269401] [XRADIO] xradio_update_dpllctrl: DPLL_CTRL Sync=0x00c00000.

733.303273] [XRADIO] Bootloader complete

733.391111] [XRADIO] Firmware completed.

XHIEER: W

]
]
]
]
]
733.395619] [XRADIO_ERR] xradio_request_gpio_irqg: request_irq FAIL!ret=-22
733.403388] [SBUS_ERR] sdio_irq_subscribe:xradio_request_gpio_irq failed(-22).
733.411536] [XRADIO_ERR] xradio_load_firmware: can't register IRQ handler.
733.419339] [XRADIO_ERR] xradio_load_firmware failed(-22).
733.426547] sunxi-rfkill soc@3000000:rfkill@0: wlan power off success
733.534670] sunxi-mmc 4021000.sdmmc: smc 1 pl err,cmd 7, RTO !!
733.541485] sunxi-mmc 4021000.sdmmc: smc 1 pl err,cmd 7, RTO !
733.548286] sunxi-mmc 4021000.sdmmc: smc 1 pl err,cmd 7, RTO !
733.555078] sunxi-mmc 4021000.sdmmc: smc 1 pl err,cmd 7, RTO !
733.562316] mmcl: card 0001 removed
733.562388] [XRADIO] Remove SDIO card 1
733.566447] sunxi-mmc 4021000.sdmmc: sdc set ios:clk 0Hz bm PP pm OFF vdd 0 width'1 timing LEGACY(SDR12) dt B
733.583736] sunxi-mmc 4021000.sdmmc: sdc set ios:clk OHz bmPP pm UP vdd 21 width 1 timing LEGACY(SDR12) dt B
733.595009] sunxi-mmc 4021000.sdmmc: no vgmmc,Check ifithere is regulator
733.610544] xradio_core_dnit failed (-22)!
733.615281] sunxi-mm¢ 4021000.sdmmc:
dtB

L D s e T s e B s B R s e T e e T e P e B s e T e s T s e R s B

sdc set ios:clk 400000Hz bm PP pm ON vdd 21 width 1 timing LEGACY(SDR12)

dtB
dtB

733.690623

( ]
( ]
[ 733.698216]
[ ]
[

[ 733.639798] sunxi-mmc 4021000.sdmmc:
[ 733.647510] sunxi-mmc 4021000.sdmmc:
[ 733.654438] sunxi-mmc 4021000.sdmmc:

[ 733.669165] sunxi-mmc 4021000.sdmmc:

733.682994] sunxi-mmc 4021000.sdmmc:
sunxi-mme 4021000.sdmmc:
sunxi-mmc 4021000.sdmmc:
733.705971] sunxi-mmc 4021000.sdmmc:
733.712843] sunxi-mmc 4021000.sdmmc:

smc 1plerr,cmd 52, RTO !!
smc 1'plerr,cmd 52, RTO !
sdc set ios:clk 400000Hz bm PP pm ON vdd 21 width 1 timing LEGACY(SDR12)

sdc set jos:clk 400000Hz bm PP pm ON vdd 21 width 1 timing LEGACY(SDR12)

sm¢1lplerr,cmd5,RTO !
smc1lplerr,cmd5,RTO!!
smc1lplerr,cmd5,RTO!!
smc1lplerr,cmd5,RTO!!
sdc set ios:clk OHz bm PP pm OFF vdd 0 width 1 timing LEGACY(SDR12) dt B

failed to insert /lib/modules/5.4.61/xr829.ko

BB LB, HRARREHER, M firmware B8, MBEAIUBIIREBRE: irq IEREK
Mo

733.395619] [XRADIO_ERR] xradio_request_gpio_irg: request_irq FAIL!ret=-22
733.403388] [SBUS_ERR] sdio_irq_subscribe:xradio_request_gpio_irq failed(-22).
733.411536] [XRADIO_ERR] xradio_load_firmware: can't register IRQ handler.
733.419339] [XRADIO_ERR] xradio_load_firmware failed(-22).

4. rEEEE.

—_ — — —

0.815184] sunxi-rfkill soc@3000000:rfkill@0: module version: v1.0.9
0.822506] sunxi-rfkill soc@3000000:rfkill@0: get gpio chip_en failed
0.829864] sunxi-rfkill soc@3000000:rfkill@0: get gpio power_en failed
]

[
[
[
[ 0.837303] sunxi-rfkill soc@3000000:rfkill@0: wlan_busnum (1)
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0.843874
0.850848
0.858588
0.866613
0.875530
0.883830
0.890650
0.898200

sunxi-rfkill soc@3000000:rfkill@0: Missing wlan_power.

sunxi-rfkill soc@3000000:rfkill@0: wlan clock[0] (32k-fanoutl)

sunxi-rfkill soc@3000000:rfkill@0: wlan_regon gpio=145 assert=1
sun8iw20-pinctrl pio: pio supply vce-pe not found, using dummy regulator
sunxi-rfkill soc@3000000:rfkill@0: get gpio wlan_hostwake failed
sunxi-rfkill soc@3000000:rfkill@0: Missing bt_power.

sunxi-rfkill soc@3000000:rfkill@0: bt clock[0] (32k-fanoutl)

sunxi-rfkill soc@3000000:rfkill@0: bt_rst gpio=210 assert=0

— o — — —

HEIRAS, BNZE board.dts F wlan_hostwake 5|HIKELE, HELEHEIR.
5.board.dts #IA wlan BHERRHEE.

RS ER:

board.dts F wlan_hostwake 5|#IREEE.

BRRIIE

1#90 wlan_hostwake B2E,

[ wlan_hostwake =<&pio PG 10 GPIO_ACTIVE_HIGH=>; )

BRES:

1. #IAIREN, wpa_supplicant,wlan0,
2. pIERBEE

3. B HEE.

4. 17 dts B wlan BEECE,

4.1.4 £fH=: RIRRFKSH wap_supplicant BEIKM

iRREHER . R329+RTL8723DSWpa_supplicant lRSZ B MEE wlan0 =Ko
SR

i 2R

E#5: R329

1840 RTL8723DS

R ifconfig #HA2 wlan0s,

RS

1. B WAR AR R [EF I3

[smod &% rtl8723ds IXSHB LR IEEMNE,

WAFRE © BRiBeERHERNERAE. RE—TMF
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2. 17 wpa_supplicant W R EEE B 5.

wpa_supplicant BRS37E tina RZERRIAEBEBDIRY: /etc/init.d/wpa_supplicant

ps BEELKIE

root@TinaLinux:/# ps | grep -rn wpa_supplicant
71: 1507 root
5524 S wpa_supplicant -iwlan0 -Dnl80211 -c/etc/wifi/wpa_sup

NRKRIEERBE, MFEHRIT:

root@TinaLinux:/# wpa_supplicant -i wlan0 -Dnl80211 -c/etc/wifi/wpa_supplicant.conf -O /etc
/wifi/sockets -B

Successfully initialized wpa_supplicant

[ 796.252780] IPv6: ADDRCONF(NETDEV_UP): wlan0: link is not ready
mkdir[ctrl_interface=/etc/wifi/sockets]: Read-only file system

Failed to initialize control interface '/etc/wifi/sockets".

MBEAIMBERAXHRAZRE, 7E# wpa_supplicant RSB TEE M /etc/wifi B RIZENECE X4
SBRSBHRK, RAFERFEK.

3. FapEe R,

( ifconfig wlan0 up )

R2AsERE:

XHERFKRIE, #2 wpa_supplicant BRSBESTEEMete/wifi B RiEENACE X4 SHRS BEhEM,
RASBHERRKS

BRI E

1. & /etc/wifi B RBINR,

2. ¥ wpa_supplicant.conf XHREIEMATEE B R,
BRELE!

1. BN ARA R TN B IE E N

2. 107 wpa_supplicant M AR EEFE B

3. FapR-Rili

ERRIE:

REBHEERINTERR, RENTES:

1. BRI RS ELERNE, RAEBRHTERAS.
2. Foh#T Ismod , ifconfig wlan0 up BIBE.

3. Fapifc wpa_supplicant lRZHIEE. [d<0 ERH D]
KRAUFTE © BB SRIERMNERAR. RE—IAH

XH4E @& i%R: aw-document@allwinnertech.com 20


mailto:aw-document@allwinnertech.com

@LW/MIER

XHEER: W

4.2 X

4.2.1 HIER K

(1) RS

2) H17: ifcofig wlan0EE M EAPIRES.
3) 17 IsmodEFBwlanEHINHARES,
4) $47: ps|grep -rn wpa_supplicant | grep -v grep&&wpa_supplicanti#iZR %

1) #17: wifi_scan_results_test/wifi -s/wpa_cli#t TR, #FHEHLSE (Tina_Linux_Wi-Fi_BHFLIERE) -

(2) EEHHE

1) WBEREERER, RERANEERSBE, PEREAREHEL.
2) KB sdioELARERE.
3) TmKENERK, RELIKER.

(10 3588

B AT LIEE R E DB 34, £% (Tina_Linux_Wi-Fi_ 1Z481EI5M) BHIERFETRE,

4.2.2 F=fHl—: fw RIREAERTEIRS BRI EDEap

0

a)RAHEAR © MR813+XR829 A2 EE AP,

¢

o

G-

!

Fan: B
FiE: MR813
&40 XR829

in) R RN :

ok, A A wifimanager #iT3H, TAPEEIEMAR ap, WEEHRE. FTEINTF:

root@TinalLinux:/# wifi_scan_results_test

R T

***Start scan!***

Kk kkhkkkkhkkkkkkkkkkhkkkkkkkkkkkkk

bssid / frequency / signal level / flags / ssid

Kkkkkkhkhkhkhkkkkhkkkkkkkkkkkkkkkk

Wifi get_scan_results: Success!

R

iR :
L IOBEEHRLENRERE, B RFMIXIES,

2.ifconfig &F wlan0 E& i+,
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3. FopiT wifimanager FE R E RS-
4. FF wpa_cli A EEF L EERE, E2UIEEREIER ap.
5. B—MREEIE rtl8723ds HAMIH, AILLEHEF#E,

WREE 2 xr829 MU, HEIKLN, firmware, KIZ firmware XHBET , RAMNEH

WIELE 40M &Ik, firmware XHHERE 24M SBIRAY,

R REE

TRAANGRIRELEYIRLE 40M &I, firmware XHIEE 24M &IRAY.
RRRIE:

# 01 sdd_xr829_40M.bin B firmware X & #FER.

BBESE:

1 EBEHREEEIEE (LEHIBREREMIMIRENES] -
2. e EMREB I+,

3. # A wifimanager 131#& I E S HARIRTE,

4. FIF wpa_cli M BFBHE L =N AR,

5. BB HITEL MIRHEE wpassSupplicant MIREHIZE Fo

6. M= E DM

ER R

REBHEIERNTERR, LHIAFNZ IREMUNR, RHOTER:
o EALZE wifimanager VAL, REFENAZE

o TEMUZ wpa_supplicant RYRJE, RAMIBEAIMRME MG AR,
o EUZIREHFIE, RIFEREHIFRMEIN G AR,
iEEAEIR . Tina+R528+XR829 sdd X S&IRAESE wifi TEER.
AR R

P MRZE

E1E: R528

1A XR829

AR A wifi -c KIMTIEBLR,

WAFRE © BRiBeERHERNERAE. RE—TMF
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iRl 4 -

(1) EI AR

wifi_daemon

wifi -o sta

wifi -c allwinner-wpa2 Aa123456

2022-11-28 13:24:05:605: WMG_ERROR [wifi_daemon.c:cmd_handle_c:673]: ===Wi-Fi connect failed,time 0.000000 ms

(2) FHE

wifi -s
2022-11-28 13:37:58:755: WMG_WARNG [wifi_daemon.c:cmd_handle_s:595]: ===Wi-Fi scan failed, time 1180.000000 ms

RO ERERIEE ap, H—FFIAREN,wpa_supplicant, wlan0, Xk,

(3) #aiAIKEh,wpa_supplicant, wlan0,

root@TinaLinux:/# lsmod | grep -rn xr829
5:xr829 454656 0
root@TinaLinux:/# ps | grep -rn wpa_supplicant | grep -v grep
61:1825root 2440S wpa_supplicant -iwlan0 -Dnl80211 -c/etc/wifi/wpa_sup
root@TinaLinux:/# ifconfig wlan0
wlan0 Link encap:Ethernet HWaddr A8:3A:D7:53:79:61
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 droppéed:0-overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 B) TX bytes:0 (0.0.B)

(4) RENIRHE KL, HHINESR.

(5) HINEA RIRA] sdd X Bk A B 5 ITAL,

IRARE: HHH 40M &Ik, REEERIZE 24M &R sdd_xr829.bin X%,
BRINE

B9 sdd_xr829_40M.bin XHE & A sdd_xr829.bin

openwrt ZRiZ& 4. $11T make menuconfig ERE %R 40M 9 module

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com 23


mailto:aw-document@allwinnertech.com

Auwiner
C XS W

vireless Drivers
Arrow keys navigate the menu. <Enter selects submenus ---> {or empty submenus ----). Highlighted letters are hotkeys. Pressing <v> includes, <N= excludes, <M= modularizes features. Press
<Esce<Esc- to exit, <?= for Help, </> for Search. Legend: [*] built-in [ ] excluded <M- module =< = module capable

< > kmod-cfg8e211
< > kmod-espa08a. ...
< > kmod-net-broadcom
< > kmod-net-mrvl8977...

cfg80211 support (staging)
.. esp8089Y support (staging)
. broadeom(ap6256. ..) support

.. Marvell 8977 support (staging)
Qualcomm qca9377 support (staging)
....... RTL8188EU support (staging)
. RTL87238S support (staging)
. RTL8723DS support (staging)
. RTL8B21CS support (staging)

. xr819s support (staging)
. xr819s support (staging)

< > kmod-net-xr819s. .
< > kmod-net-xr819s-4

4-1: xr829_40M_tina Bc&

buildroot 4RiZ¥&%:: 147 build.sh buildroot_menuconfig BEZE Y% 40M £ module

firmware
Arrow keys navigate the menu. <Enter= selects submenus ---= (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> selects a feature, while <N= excludes a feature. Pres@:Esc:—:Esc:- to
ed

exit, <?= for Help, =/> for Search. Legend: [*] feature 1s selected [ ] feature 1s e

wifi bt firmware

rtl8723ds-firmware

rt18733bs-firmware

rtl882lcs-firmware

=21c8800-firmware

ss5v6158-firmware

«r819-f1lrmuare l

4-2: buildroot_xr829 40M _tina Bt &

BRRAL:

L. e iasEnito

2. #INIRTA, wpa_supplicant,wlan0 B9EHEE R,
3. IR R 2o

4. B firmware hr7s, THBS&EIRILAC,

5. BH R T BENBEARE,

4.2.3 EfIZ: 3EM ap HED

iR . R328+xr829 A wifimanager REERHE 2 1 AP,
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XHEER: W

B =

P AR

Fi%: R328

1840 XR829

BRI :

REESR wifimanager 131, FMEIABER ap 45532, BRRIE—FHD, FTENMNT:

root@TinaLinux:/# wifi_scan_results_test

B e T T

***Start scan!***

bssid / frequency / signal level / flags / ssid

50:d2:f5:f1:b7:08 2462 -25 [WPA-PSK-CCMP+TKIP][WPS][ESS] AW-PDC-PD2-xiaomi2.4g
5c:a4:8a:bf:25:72 2437 -57 [WPA2-PSK-CCMP][ESS] AWTest

Kk kkkhkkkkhkkkkkkkkkkkhkkkkkkkkk %

Wifi get_scan_results: Success!

Kkkkkkhkhkhkhkkhkkhkkhkhkhkkkhkkkkkkkkk*

EFbagii

HiEEE ap SESBERYIAEX, B, RAEXEIER, AMXERANRM, KRk

D RIRFHIFINER
FEHHIE K MR R LR F 5, BEKRIEE.

WIFI

4-3: 1315 ap D RERIEE

RARE: RFRLE R B EARIER,
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g MR

fRRIE . WNERECFMG 0 BREBPE R77,
%\Egll-r\—ﬂ
L NEBHRSERE,

RBREEDIFZEREBME, ERTEERIER,
o HEEEINERZLME,

2. RS EE IR B,

o EIRT, ZMREFEXLENE, HRMIERZR,
o FEIFRT, BFHNEEEFRFRARS, WMRARTHENIRK,
o TR, BRMAERKEEITHENIL,

3. REIREAD.

o wpa_cli #7H#E M, HR wifimanager RZF iRl
e wpa_supplicant ITENSHrAELE R,
o IXSHITENDATIARELEM, HEBME D,

ERRE:
RIBHEERIDEERR, LGEIRTZANEMUNR, REOTER:

RIS EEMIRBVZEIE ,  BIA AR R %R,

o IR
SESINTE, REREGSEENHE,

o 13

B

4.3.1 HIERBE

(1) mfrEE

1) $17: wifi_scan_results_test/wifi -s/wpa_cliFTHHEMNIR, FHMHBLEE (Tina_Linux_Wi-Fi_3EFLIERE)
A MBEREEEEREZIEEap, B2E4 25T RBEMAXEAD .

2) H—SHIART I UABIIEENap U kiZapis SaE,

3) HikfirmwarefIhRZs, [EiFE24M/40MEIREIX ]

4) {ERwifi_scan_results_test/wifi -s/wpa_cli#{TiEZEM X, ¥ SE (Tina_Linux_Wi-Fi_BHEFLIERE) -
5) KEapHIEMIRE

mMEZEAI: open/wpa/wpa2/wpa3/wep

SRER . 2.4G/5G

HEe. HT20/HT40
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' SHAELR

11:3_ 1~13
Ssid: BMBE B P X FRHFFRT
Ap: EAM

(388
%TH 4 SEES ap ML, LMERNBSREENR, F— M FESRBEEEENRE,

(2) EEHHE

1) MEREERER, REREERSBE, PEREAELHEL.
2) K¥BsdioELRERE.

3) RRSFNERIR, KERIKRER.

4) Bf— MR,

(388
B ER S AIEE BB SR, B (Tina_Linux_Wi-Fi_ ESEIEE) BHTESGEBIRE,

(3) =
SEFEmAPHEART USR] KA, wpa_supplicant, IRz, ap AR,

1) #TFwifimanager,wpa_supplicant, 3Rz (E#EIIE) BUFTED, EFEWRMBES T, SE[F2ET].
2) EEIRIMESH, 2% (Tina_Linux_Wi-Fi_ilEERAERE) .

4.3.2 F=fH—: mac80211 KitE SHIAEME ap EiHKM

IAEEHEIR . H133+XR829 BB T E & M ape

AR R

= AR

FizT: HI133

1R4H: XR829

AR . RAERER wifimanager TTAERZFA B ap, #H—F M B TEEEZINZE apo
iR :

FA wifimanager #T1E#ENIA B LUEEHR#EEIEE ap.

TERMRENIRERE, RFERERIK.

PRERFERI—E

FA wpa_cli TEWIXESE T ZERE, HFREARE,

[E—hiRZA<RYIREHTE 55 SMAYE 4 R328+XR829 R F EMIKIER, HFRIREHA] firmware BIRIME,
MM AERIAFAZEENESR T, WA h133 RECE mac80211,
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R R

h133 &BZE mac80211,
fRRINE -

WIZECE mac80211

> Networking support > Wireless
<*> Generic IEEE 802.11 Networking Stack (mac80211)

BiRSL:
1. S

TR RIARARINEE, MREEERE, WEARFBEAES, TEEFRRM, B2E 32118
R o

2. XFEBIS

o FEIFMET, HMFEEEARFEXILEMR, HbRENRFKR,

o B+, FRIMETLERMBEHITIEMZNR, HFRIFIRETFH,

o EIFMRET, UIRRAMSFIZHNE FNARLMK, HFRILE ap ]S ER—H,

3. BT

BEFE—F NG, ERTUEMZELHTIAL TEEEFTRAEN, XEITICHNHEET
Tina &40 wifimanager MitEY, —AKRTE:

RIZhRA, wpa_supplicant, IXzf,

POREMIRE: FEtfRF, BRS, B~ MEERMGITLEMR,
RIRE LA RS BIK R E AR 2SR A T L 3
wpa_supplicant: Tina &4t wpa_supplicant ix2<;2 B BEE R FhRASF KA, BrIEFR
HBEEERR), AU LERENdRREREB R,

4. IRE D

BESEZFEMERaE)-:

THEEAR. (B 2.0E]

M= |59,

EEUE S EARAZRE:

WBERZERE, E5%F: CONFIG_CFG80211, CONFIG_MAC80211, CRYPTO

i

BRiG:
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i

RIBHEERDIERR, LHIARNTINEUNR, RHEOTER:

RiEMREEMNS, I, WiZ, wpa_supplicant BRI,

NREMLRNIZM AR, RIENIZECERI, config-4.9/config-5.4 %,

MRELLZEIREIhRAE, BERMITENFNRXEE.

WRE{IE wpa_supplicant BYEIRE, RERINFTENRYMIR B S,
TEEMEARIE, REREHIFE, ETFEND,

4.3.3 Ffl=: & WEP INZE XM

im)ERfEAR . R528+XR819s, FEHIZE WEP MEA R, EEKK.
iR E =

i 2R

FiF: R528

1=R4H: XR819s

iR :

BEIEINZ AP KW, 1R

root@TinaLinux:/# wifi_connect_ap_test AW-PDC-PD2-wep 0123456789

Connecting to the network(AW-PDC-PD2-wep)......

Connecting to the network(AW-PDC-PD2-wep)......

SET_NETWORK 0 wep_key0 0123456789 failed,Remove the information just connected!
Disconnected,the/reason:WSE_CMD_OR_PARAMS /ERROR

Wifi connect ap : Failure!

iR :

FA wifimanager BILAERBHEEIERE ap, WEEEEEN ap.

REIFMZER ap AJ LUE &,

AMEAN, HENKEMZ WEP 1%, T1E] WPA/WPA2 11 A R Ee] UIE R EE,
BRIy Tk WEP INZ AR ap.

BATXEENIR, FIFR, BEiRF, XEREAN, RTL8723DS A AERiER,
EEH—HHEW . XR819s IEFNTE linux-5.4 L T A3z WEP INZE A i,
BTEAULM:

FIHREh M, XTEE WPA F1 WEP I N5 ReViER B ER I WPE B9 B R EINIE.
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XHIEER: W

[ echo 0xff > /sys/kernel/debug/xradio_host_dbg/dbg_sta

)

ct_ap_test AW-PDC-PD2-wep 0123456759

root@Tinalinux:/# w

ep)..no
[ 4960.335345] [STA
[ 4960.338577] [STA
[ 4961.827414] [STA
[ 4961.530990] [STA
[ 4961.834498] [STA
[ 4961.835269] [STA
[ 4961.841919] [STA
[ 4962.529451] [STA ig
[ 4962.832997] [STA] ignore IEEEB6211 CONF_CHANGE_MONITOR (@)IEEES0211 CONF_CHANGE_IDLE (1)]

ig
50211_CONF_CHANGE_MONITOR (@) IEEEB0211_CONF_CHANGE_IDLE (1)
ig

50211_CONF_CHANGE_MONITOR (@) IEEES0211 CONF_CHANGE_IDLE (1)

WEPHZARERSE

FootgTinalinux: /# wifi_

Ct_ap_test AW-PDC-PD2-xiaomi2.dg 22224444

xiaomi2.4g). ..

config
TEEEG0211_CONF_CHANGE_MONITOR (2)IEEEB0211_CONF_CHANGE_IDLE (1)
ig

ig
TEEEG0211_CONF_CHANGE_MONITOR (2)IEEEB0211_CONF_CHANGE_IDLE (1)
config

TEEEB0211_CONF_CHANGE_IDLE (1)
ry 1y

WPAIESERIER

4-4: WEP I &Rt wpa2

H—STHIKENAY txrx $TED:

[ echo 0xff > /sys/kernel/debug/xradio_host_dbg/dbg_txrx

EFRSPayiin

Connecting to the network(AW-PDC-PD2-wep)......
[ 60.300508] [TXRX] xradio_rx_cb.

[ 60.304048] [TXRX] xradio_frame_monitor
[60.312080] [TXRX] xradio_rx_cb

[60.315673] [TXRX] xradio_frame_monitor
[60.320065] [TXRX] xradio_rx_cb

[60.323691] [TXRX]xradio_frame_monitor

[ 60.328048] [TXRX] xradio_rx_cb

[60.331629] [TXRX] xradio_frame_monitor

[ 60.336008] [TXRX] xradio_rx_cb

[
[
[
[
[
[
[
[

[l B i S L B T Bt

root@TinaLinux:/# wifi_connect_ap_test AW-PDC-PD2-wep 0123456789

REFTEN, MXBEXRFILHIME i/ nCORIERE T o

AHTREREAI: 0CRIZEZRDE IV SBN G TEEBREN, nORIERBERHERICY, X

£ umac BE8,

RFEFERE: vORIEZRDE IV SBNATEERREN, nOREREERERICY, 8HE umacz

£,
fRRIE:

7£ xr829/wlan/sta.c-) xradio_set_key() §13% IEEE80211_KEY_FLAG_ALLOC_IV #RE&EXBR, LUE

® %R IVo

£ xr829/umac/wep.c-) mac80211_crypto_wep_decrypt() FIEEK if FK4EHIr, Ha1R skb BE

%o
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diff --git a/drivers/net/wireless/xr819s/umac/wep.c b/drivers/net/wireless/xr819s/umac/wep. ¢
index d9aff544216d..94e7e7e8ab54 100644

--- a/drivers/net/wireless/xr819s/umac/wep.c

+++ b/drivers/net/wireless/xr819s/umac/wep.c

@@ -276,7 +276,10 @@ mac80211_crypto_wep_decrypt(struct ieee80211_rx_data *rx)
return RX_DROP_UNUSABLE;

ieee80211_wep_remove_iv(rx->local, rx->skb, rx->key);

/* remove ICV */

if (!pskb_trim(rx->skb, rx->skb->len - IEEE80211_WEP_ICV_LEN))

+  /*NOTE: !(status->flag & RX_FLAG_ICV_STRIPPED) maybe used for

+  *controlompatibility with other versions of umac.

+ */

+

if (pskb_trim(rx->skb, rx->skb->len - IEEE80211_WEP_ICV_LEN))

return RX_DROP_UNUSABLE;

}

diff --git a/drivers/net/wireless/xr819s/wlan/sta.c b/drivers/net/wireless/xr819s/wlan/sta.c
index dda229086f40..bfb9981edeld 100644

--- a/drivers/net/wireless/xr819s/wlan/sta.c

+++ b/drivers/net/wireless/xr819s/wlan/sta.c

@@ -1042,8 +1042,6 @@ int xradio_set_key(struct ieee80211_hw *dev, enum set_key_cmd cmd,
if (sta)

peer_addr = sta->addr;

- key->flags |= IEEE80211_KEY_FLAG_ALLOC_LV;

priv->cipherType = key->cipher;
switch (key->cipher) {
case WLAN_CIPHER_SUITE_WEP40:

BRES:

L #7434

HITHENRFRIARAT R, MREWIER, WEARFESFES., TEAEERH, B3E 328N
bk

2. 3EINZE AP FEEENS

BTN AP EEENIR, DImERLTE:
INIE: #RITENXEF [auth]

KEK: IBFATENXREF [assoc]

FREY ip:ifconfig && ip

BB EERE, %33 TEM—
3. B

EUMERIN: YHRMNESNNIR, DHREARE-—TMMNERZE, ERFENESDNEBAX
o

ENFRAMS: P ap #1TME, EI ap KEFRBERE,

ENRED: RIFET, ER-FERIEEN,
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XHIEER: W

EAIARZARE: RR+<, REE), FBRZRAT
4. IRE D

a. BEMRINE:

o FTAEENAR. [202.0E%W]
o M=,

b. BENEAZIAR:

o MBEWZICE, ERXE: CONFIG_CFG80211, CONFIG_MAC80211, CRYPTO,

ERRiE:

RBAEEMINTEAFER, SHIAMPTOMEMNR, RENTESR:
o RIBFHZMAM I, FFREMESHMER,

o XL E LRI EhER AP, HEEUEKAIIIETE o

o REpERMAE, KRR D1,
o RMUMBMHINE, EBFENHE,

4.3.4 == BXPIRM

‘0

AR . Tina+R528+XR829 BXMISLIK

BN -8
o AR

FIE: R528

1E2H: XR829

iRRERIM . $14T wifi -c ssid passwd BxRI K
iR -

1. E3a)A

2022-11-28 15:44:20:581:WMG_INFO[wifi_daemon.c:cmd_handle_c:651]:===Wi-Fi connect use wpa?2 failed ,try wep
2022-11-28 15:44:27:439:WMG_INFO[wifi_daemon.c:cmd_handle_c:661]:===Wi-Fi connect use wpa2/wep failed ,try wp3
2022-11-28 15:44:27:443:WMG_ERROR([src/wmg_sta.c:sta_connect:170]: failed to connect ap

2022-11-28 15:44:27:443:WMG_ERROR[src/wmg_common.c:__wifi_sta_connect:191]: wifi station connect fail
2022-11-28 15:44:27:443:WMG_ERROR|[wifi_daemon.c:cmd_handle_c:673]: ===Wi-Fi connect failed,time 0.000000 ms
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' XHEEE: W

HESWERBMBEAN T, ST = XE#EMK, 525)2 wpa/wpa2,wep,wpa3 BII0Z 5 o

2. AT

root@TinaLinux:/# wifi -s

2022-11-28 15:48:16:258: WMG_INFO [wifi_daemon.c:cmd_handle_s:590]: bss[18]: bssid=b0:48:7a:51:83:82 ssid=
allwinner-wep channel=1(freq=2412) rssi=-35 sec=NONE

2022-11-28 15:48:16:590: WMG_INFO [wifi_daemon.c:cmd_handle_s:592]: ===Wi-Fi scan successful, total 22 ap(buff size:
60) time 1490.000000 ms===

EATTLAEE ap, MBESHR. WEAIRE, wpa_supplicant, wlan0 Boh#EBER. MR
T ap EMIRE.

3. R¥ ap KAT wep WMEA . Bi— wpa/wpa2 BRI,

root@TinaLinux:/# wifi -c allwinner-wpa2 Aa123456

2022-11-28 15:50:58:300: WMG_INFO [wifi_daemon.c:cmd_handle_c:646]: ===Wi-Fi connect use sec(3)===

2022-11-28 15:50:58:300: WMG_INFO [wifi_daemon.c:cmd_handle_c:647]: ===Wi-Fi connect successful,time
7090.000000 ms===

EERL, BERTUHEZRSEMZEANEENES
EBEHENRE wifimanager,wpa_supplicant, F2Rzpa)E, REBERIZE %,

4. 1wpa_cli TEMK, MR—K, wpa/wpa2 MNE ap Al LUEEEE, wep B ap TiE&ER,

o HEBR wifimanager BYSZ0,

4.2wpa_supplicant ARVZ RS, —RRRIEA K, IR,

4.3 BiR— rtl8723ds #RAM, wpa/wpa2/wep EIEZER,

o M IREEART] LUEMRIEMBIFIMNT o

5. *E.ﬁ*ﬁ', ﬂﬂ: xr829 E_J!EE}JEI]EIL,\) HE'HJ“ ﬁ*ﬁ'o

MBTEM DT ERR UFIEMZ xr829 Weh A 2HF wep MMEF R, PRENT HEDH, HINE
wifimanager WHEXH, 1BIKE) sta R BEITH-

root@TinalLinux:/# wifi -D error
root@TinaLinux:/# echo 0xff > /sys/kernel/debug/xradio_host_dbg/dbg_sta
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IS oy e
ok
i u e b
. S R
Pom b om i) () B .
o O i T D s
R == Do o —_— St T S e
s Se—— I — e
Poamonon SR ) e
e — HowE oM ma;;n BT serastron vy teca cote rsson)
it i B
- s o o ta syay ‘uussu i
et o L P S oo 1y
B e e P T et cpmm st ety i

,,,{;.,,gm.,.,w:u it S i et
o o LTI M
B B, R e o e

g ey e e B P R —y e e— e —— ey — e ]

4-5: 4.3.4-1 8 wep EZEKMW

MIMEDITEMBINERMFIREBEC A T deauth META T, BHBZRIER. —fRXFaH
FXEMNEBEDN, WRIHBERHE, SLLBET, FABHRIMRAXNLE, H—NEBELE
1 wep BIIRFHILE. RAZRIEE ST, HXERFEMAEREMNAHBEX L,

B R
(4 182:768338) [STa] aradio-set "
= e — - 7 ! BB e s i e v
= ] == e Bt 4
- R PR - B
153 - 1 e 3 Wireless AF Interferc
= skt stiosise s - 185033078 5
Lo il 9
o s rmnly —— oy e
60 W Tp-Linkrcers1:a3:a2 MBASIIA0T: 4157961 it : P 3aseas s Fep: = sl 1(22(
66 WDAn:a:07:53:79:61  PEtnernet brosdcest PlinkTec:s1:83:82 1 e e e 308238} e 331 00:00:00:08
24 - u al__seesd ot o35 it
170 MRy inwrec:stiasiaz PAB:34:07:53:79:81 1 - 2322930 ra] xradm upda(e fﬂurmg
u > 33 f

- wiimans 4 @ -0 sta @ i+ @ ping bid @ calvin

5 2 . seaser

E 4-6: 4.3.4-2 & wep 1EIZIN

E\3MATfR\personal pr I ¥ = | XR829 WEPERESH log 5~ .| [EASPATIRpersonalpr ] B8 2 = } XRB29_WEPERRHlog =24
2022/11/2816:32:23 79195 <Bik> ~ ANSI » PC 2022/11/2816:3240 7477 35
224.517670] [STA] Join DTIM: 1, intervalsl 100 ~ 182.496769] [STA] Join DTIM: 1, interval: 100
224.522591] [STA] xradio_disable_listening 182.503665] [STA] xradio_disable listening
224.550595] [STA] xradio_update_iltering 182.527829] [STA] xradio_update_filtering
[ 224.561226] wlano: i 182.538897] wland:_authenticated N
224 565560] wland: associste with DOWMBITRISA 53 52 (try 1) Ta7 sa3661] [STA] wradic fioch >
224.575350] wlano: RX AssocResp from B 1:83:52 (capab=0x31 status=0 aid=2) 182.546636] [STA] _xradio_flush
224.583995] wlano: associated 182..550056 sm] Xradio_flush
224.587331] wland: No basic rates in AsSQERESPMMIBing min supported rate instead T ] oot e
224.596261] [STA] xradio_conf_tx 182.557172] [STA]
2 ] BT ot e e 182.568765] [STA] ignore g _CONF_CHANGE_MONTTOR (8)IEEES8211_CONF_CHANGE_IDLE (1)
224.605712] [STA] xradio_con_t; 182.569877] [STA] xradio_config
224.609001] [STA) sradie_set. Hapsd_paran La0. 575407 [STALURN] Froq 2425 (usm chi 3) prove 1.
224.615002] [STA] xradio_conf_tx 182.579280] [STA] xradio_config
E ] [T i e 182.582807] [STA] ignore TEEEB6211_CONF_CHANGE_MONTTOR ()IEEEB0211 CONF_CHANGE_IDLE (1)
224.624277] [STA] xradio_con_t: 182.591943] [STA] xradio_config
224 628456] [STA] sradie et taped_paran 182.595456] [STA_WRN] Freq 2412 (wsm ch: 1) prev: 3.
224.633553] [STA] xradio_setup_mac_pvif 182.601683] wland: associate with b:48:7a:51:83:82 (try 1)
224.638031] [STA] xradio_get_ie 182.616636] wland: RX AssocResp from bo:48:7a:51:83:52 (capab=0x431 status=0 aid=2)
224.638053] [STA] xradio_update_filtering 182.625329] wlano: associated
224.641615] [STA] xradio_get_ie 162.628735] wland: No basic rates in AssocResp. Using min supported rate instead.
224.651625] [AP_WRN] ASSOC not_combo 118G 35 182.637363] [STA] xradio_get
224.656548] [AP_WRN] [HT40] [xradio_bss_info_changed] [ht_prot:0x00006600] [HtProttiode:0x0000] [Green: 0x0000] 182.637368] [STA] xradio_update_filtering
224.657043] [AP_WRN] [HT40] [xradio_bss_info_changed] [PhyModeCfg:0x1063] 182.637948] [STA] xradio_conf
224.657043] [todenlags  :0x00000663] 182.640965] [STA] xradio_get_ie
224.657043] [Chuidehcrs  ovooanoane] 182.653688] [STA] xradio_set_uapsd_parar
224.657043] [PrichCfg ax00000860] 150 e30582] [STA] aradio_set bencan vakeup_period vork
224.657043] [BandCfg ax00000860] 182.664387] [STA] xradio_conf_tx
224.657043] [STBC_Enable  :0x0000060] e
224.657043] [PreanbleCfg  :0x00000001] 182.673894] [STA] xradio_conf
224.657043] [S6I_Enable  :0x0000000] L2 670053] [STA] sradie et sapsd paran
224.657043] [GF_Enable x00000060] 182.652894] [STA] xradio_conf_t
224.709772] [STA] xradio_set_beacon_wakeup_period_work e [ s e
224.717415] [STA] xradio_set. 182.691963] [STA] xradio_setup_mac_pvif
224.720963] [STA wradio_set pm, mode=ex0, 1d1e-200, Changes200 T cerarcd [ V] ASsac noe_combo 1186 35
224.731205] [STA] xradio_canfig 182.702113] [AP_WAN] [HT40] [xradio_bss_info_changed][ht _p it 1
224.732764] TPv6: ADDRCONF(NETDEV_CHANGE): wland: link becomes ready 1827024961 [APURN] [HT40][xradio_bss_info_changed][PhyNodeCrg:0x1003]
224.742195] [STA] xradio_get_ie 182.702496] [todenFlags  :0x30000003
224 742051] [STA] wradio_updete_filtering 182.702496] [ChiidthCfg  :0x0000000)
224.745758] [STA] xradio_get_ie 182.702496] [PrichCfg 6x80000000
224.751192] [STA] xradio_set_na 182.702496] [BandCfg 00080000
224.758774] [STA] Q05 Enabled 182.782496] [STBC Enable  :0;
224.764168] [STA] xradio_set_ke; 182.702496] [PreambleCfg  :0x30006001
224.768304] [STA] xradio_set_key: WEP_GROUP keylen=5! 182.702496] [SGT_Enable  :0x30000000
il ] o i 182.702496] [GF_Enable
224.778079] [STA] Ve 182.755248] [STA] xradio_get_ie
224.780620] [STA] o et 182.758820] [STA] xradio_get_ie
224.785059] [STA] xradio_prepare_multicast 182.762479] [STA] xradio_update_filtering
224.789711] [STA] multicast: 33:33:60:00:00:01 182.768338] [STA] xradio_set_pm
224.794740] [STA] multicast: 33:33:00:00:00:62 182.772188] [STA] xradio_set_pm, mode=0x0, Idle=200, Change=200
224.799720] [STA] multicast: 01:00:5e:00:00:01 v 182.762047] [STA] xradio_config
20: 35 < > lmss < >

4-7:4.3.4-3 E,L,\T.H:t
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E. XERAZRBERE, ERETENEREMEIRET, FILUEETTEE umac/wep.co
—WEERMIREIER T XEBDBIREBREXT ICV BIERE,

bool §eeed0211 wep_i buff *kb,
» 480211 _key whey)

t §eesB0211 hdr *)skb>data;

tlstruct ees80211_rx_data 4re)

= TEEES0211_SKB_RICB(skb) » EEES0211_SHB_RICB(skb)
60211 hdr *)skb-data. » eB0211_hdr *)skb->data,

is_auth(£e)) tieeaB0211_is_auth(fs))

ptlrelosal, rxoskh, rxkey)

1 dlse i£ (10 s 0 BX ruo)v,smmn)) {
» >akb, 1 hdrlenfo) +
ot v v )

return RX_JROP_VISABLE:

truct §eesB021]_to_dsts #tx, struot sk_buff ¥skb) truct essd02l1_te_dsts ¥x, struct sk buff ¥skb)

o = TEEEG0211_SKB_CB(shh) TEEES0211_SKB_CB(skb)
key = info-dcontrol. hu_key, .y = info-doontrol. hu_key:

R

4-8: 4.3.4-4 ES D Hfr

R RE:
ORIEZ R D EC IV SEXIBSTALE S .
X TSR B ERERRICY, SBIEumac ZEE,
RRRIE:
xradio_set_key B3 IEEE80211_KEY_FLAG_ALLOC_IV #FEERR, LUBGEZROER Vo
mac80211_crypto_wep_decrypt FERL if S ¥, Hafx skb e L1%.
BREL:
1. e asEnito
2. B ap MNZE MM,
3. R R EEFR A EN o

4. EFEN wep INFEBFERMAVIRT . wifimanager,wpa_supplicant,driver, EHITE;

5. IRE D) wep MIBRMBI R SHEED TR

Bfile2of 4@ D &
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4.4 MKifHIR)

4.4.1 HIER K

(1) RS

1) fERwifi_scan_results_test/wifi -s/wpa_cli#t{TEZ MR, FHTHLSE (Tina_Linux_Wi-Fi_BHFLIERE) -

D MRFEEEREEME, B5E 435 TEEEXNTHE,

2) $117: ifconfig wlan0&Hipihit,

A WMRKEA T ipihht, KREECE: netifd, udhcpcEeE, FEIRFEMudhcpe -i wlan0FEhIRERipitthiit,

3) HfT: pingBREZEMXNIK.

E: MNRping FRBRHMX, REMXUMIRZEEMNO—1F, SBRLARBEES. HSZ43ET[OIMEERE, HERE
HELE FBH.

4) $47: ping BIEMIi&&EipMizt,

F MRLEpingBRIEM, REBIGMIGEHANEILE UNIRFHKEE (EAroute -nEE)

5) $17: ping SMMipitiEi,

MR Epingl@IMMipHtiit, WERFEEBEFR (EMroute nEE)

6) #1T: ping www.baidu.comizi& iz,

A MR EpingBIMNIHE, KMERRBIBIHINNFIREGESD (BFENFTUWR) , wEInshRE (FF/etc/resolv.conf) , &
ERRHBXR(route -nEEH),

7) $117: route -nDITERER,

8) 43fr/etc/resolv.conf,

9) fTFfwifimanager,wpa_supplicant,385h GE#ZiLIZ) HITED, EFMAMBES . SZE[FE28ET .

10) EHEHIHE, Ping www.baidu.comiM&534r, &% (Tina_Linux_Wi-Fi_ilEEME4ER) o

4.4.2 Efjl—:/DNS RSZKkHARBSHFEZE ping BEE

R Zgiesk, FIA wifimanagerBXM/E, ping BERE,

P IBERR

FE: R329

1&eH: XR819

ERM: RABM/G ping BEMIRNIZR: ping: bad address  ‘www.baidu.com’
iR :

1. &M,

o i ping BREIERE.

Mix ping BERY ip #EIEE,

Mz ping BENEEZFE.
MK E I % ping BEIEEBER,

BT LIFERLZE DNS TR,
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2. B4

2390 568.948629  192.168.0.10 192.168.0.1 DNS 75 Standard query 0x1273 A www.baidu.com
1

[}
2391 568.949082  127.0.0.1 127.0.0.1 DNS 75 Standard query 0x1273 A www.baidu.com
2392 568.949115  192.168.0.10 192.168.0 DNS 75 standard query Oxicdf AAAA www.baidu.com
2393 568.949254  127.0.0.1 127.0.0.1 DNS 75 standard query Oxicdf AAAA www.baidu.com
2394 568.949418  127.0.0.1 127.0.0.1 DNS 75 Standard query response ©x1273 Refused A www.baidu.com
2395 568.949570  127.0.0.1 127.0.0.1 DNS 75 Standard query response Oxicdf Refused AAAA www.baidu.com
2396 568.989488  192.168.0.1 192.168.0.10 DNS 137 Standard query response 0x1273 A www.baidu.com CNAME www.a.shifen.com A 220.181.38.149 A 220.181.38.150
2397 568.989723  192.168.0.1 192.168.0.10 DNS 105 Standard query response 0xlcdf AAAA www.baidu.com CNAME www.a.shifen.com
2423 575.592030  192.168.0.10 192.168.0.1 DNS 75 Standard query 8x77e8 A www.baidu.com
2424 575.592299  127.0.0.1 127.0.0.1 DNS 75 Standard query 0x77e8 A www.baidu.com
2425 575.592343  192.168.0.10 192.168.0.1 DNS 75 Standard query 0x83f5 AAAA www.baidu.com
2426 575.592443  127.0.0.1 127.0.0.1 DNS 75 Standard query 0x83f5 AAAA www.baidu.com
2427 575.592675  127.0.0.1 127.0.0.1 DNS 75 Standard query response ©x77e8 Refused A www.baidu.com

4-9: 4.4.2-1dns M Hr.png

M EERMEX 2R LBRR B ENERAEFHIEL T . dns —hREVEBINFZ:

= #l/etc/host->/etc/resolv.conf—>resolv.dnsmasq.conf, && &M host I
==, resolv.dnsmasq.conf XHRTFTE,

DIMBECEX M /etc/dnsmasq.conf

resolv.conf # 7

resolv-file=/etc/resolv.conf
strict-order

cache-size=102400

interface=wlan0

min-cache-ttI=3600
dhcp-range=192.168.5.2,192.168.5.255
all-servers

dhcp-sequential-ip

KRI dns ETESBYFEE A/ etc/resolv.confe FEFEIARMMKIESN dns BRSZ28S: nameserver

192.168.43.1, #lfaMidtE Eo

IRZASIRE . DNS BRSSRHAE, S2 ping 185 B DNS AR KK
RBRINE

FTF DNSECE:

make menuconfig
> Base system
<> ANSMAST.erveeiererereierereereereeeese e DNS and DHCP server

NN B BN, (FopuiT, —MR=E1E1T./etc/init.d/dnsmasq start)

4wiE/etc/dnsmasq.conf, FRINUEFHEAE:

listen-address=127.0.0.1 # AR ALLITENIERN—HENBIZKIA DNS, EEFEHEEIPHIIL:
listen-address=192.168.8.1 # HE EHHIdnsIK BEFERAXNip/adnshRSS25(/etc/resolv.conf),
listen-address=192.168.8.132,127.0.0.1 # ARSS AR AYRISR$E O ik,

BiREL:

1. B#% ping BRHM X

o HiZping BEBMX, MRIZFERZELTEA,
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2. B ping SMMAY ip bt

o EIE ping SNREY ip HiktE, HIFEEE DNS EMSHIE ping SN S, ERKENLAIEE
ip —HESEH,

3.ping FMMILE

e ping SMMIEREY, MBI

4. RHE

o HHINKEXSLEMI, HFRER B aF R,
o MERMMARNENE, NWESTE MRS,
o WEERFERBAMXMMRRAY wlan £#£0 ip #Hut—#%,

EERE:
REBHTIEEDTARR, AEYRTSIREMLNS, REWNFEE:

miE

o I DITHER dnsidi® 12 dns L& /etc/resolv.conf/etc/dnsmasq.conf] X2 HRHEBES
4R (R ERAES],

o REMIMBEMHINGE, BTEINHSE,

4.4.3 F=HIZ: BEARKEHSFSBHIEHRING

inlEEHER ;. ifconfigwlan0 down ZA/E1 ifconfig wlan0 up & & T ping BEE.,

BEfH: R528 + XR829

B4 Tina

MRERIL: W+ down fF up HIIRELIEEE,
iR -

1. E3e)A

1) #1147 wifi -c allwinner-wpa2 Aal23456, 418 & B,
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root@TinaLinux:/# wifi -c allwinner-wpa2 Aal23456
2022-11-28 17:16:48:948: WMG_INFO [wifi_daemon.c:cmd_handle_c:646]: ===Wi-Fi connect use sec(3)===
2022-11-28 17:16:48:948: WMG_INFO [wifi_daemon.c:cmd_handle_c:647]: ===Wi-Fi connect successful,time
7250.000000 ms===
root@TinaLinux:/# ifconfig wlan0
wlan0 Link encap:Ethernet HWaddr FC:02:C3:81:88:24
inet addr:192.168.31.73 Bcast:192.168.31.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:5030 errors:0 dropped:371 overruns:0 frame:0
TX packets:1080 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1763998 (1.6 MiB) TX bytes:129608 (126.5 KiB)

2) 97 ping www.baidu.com, BRI BB ThFH AT LAIA 8 M o

root@TinaLinux:/# ping www.baidu.com -c 3

PING www.baidu.com (163.177.151.110): 56 data bytes

64 bytes from 163.177.151.110: seq=0 tt[=51 time=28.860 ms
64 bytes from 163.177.151.110: seq=1 tt[=51 time=32.587 ms
64 bytes from 163.177.151.110: seq=2 ttl=51 time=44.966 ms
--- www.baidu.com ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 28.860/35.471/44.966 ms

3) 17 ifconfig wlan0 down, XFIZEM £,

root@TinaLinux:/# ifconfig wlan0 down

[ 6439.902333] wlan0: deauthenticating from 50:d2:f5:f1:b7:08 by local choice (reason=3)
wlan0: CTRL-EVENT-DISCONNECTED bssid=50:d2:f5:f1:b7:08 reason=3 locally_generated=1
[ 6439.965132] [WSM_WRN] Issue unjoin.command(TX).

[6439.973212] [WSM_WRN] STA mode, send_deauth_to_self

[ 6439.978764] [TXRX_WRN] Issue unjoin command(TX) by self.

4) 17 ifconfigwlan0 up, BRITHIREM

root@TinaLinux:/# ifconfig wlan0 up

[ 6569.746406] ieee80211_do_open: vif_type=2, p2p=0, ch=3, addr=fc:02:¢3:81:88:24

[ 6569.754746] [STA] !lIxradio_vif_setup: id=0, type=2, p2p=0, addr=fc:02:¢c3:81:88:24

[ 6569.764567] [AP_WRN] BSS_CHANGED_ASSOC but driver is unjoined.

wlan0: SME: Trying to authenticate with 50:d2:f5:f1:b7:08 (SSID="allwinner-wpa2' freq=2437 MHz)[ 6571.324032] wlan0:
authenticate with 50:d2:f5:f1:b7:08 (try 1)

[6571.479821] wlan0: authenticated

wlan0: Trying to associate with 50:d2:f5:f1:b7:08 (SSID="allwinner-wpa2' freq=2437 MHz)[ 6571.483935] wlan0: associate
with 50:d2:f5:f1:b7:08 (try 1)

[ 6571.539219] wlan0: RX AssocResp from 50:d2:f5:f1:b7:08 (capab=0xc11 status=0 aid=2)

[ 6571.547872] wlanO: associated

wlan0: Associated with 50:d2:f5:f1:b7:08

wlan0: CTRL-EVENT-SUBNET-STATUS-UPDATE status=0

wlan0: WPA: Key negotiation completed with 50:d2:f5:f1:b7:08 [PTK=CCMP GTK=TKIP]

wlan0: CTRL-EVENT-CONNECTED - Connection to 50:d2:f5:f1:b7:08 completed [id=4 id_str=]

BR upwlan0 BY, IZEINE, XREMIWRERIEFEHTRT -
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(0 388
AT HERL, MitetE wpa_supplicant F13EzNEY B EEBITH

2. LR T H B

1) BILA ping IBE&EHERMIK,

root@TinaLinux:/# ping 192.168.31.1 -c 3

PING 192.168.31.1 (192.168.31.1): 56 data bytes

64 bytes from 192.168.31.1: seq=0 tt|=64 time=49.531 ms
64 bytes from 192.168.31.1: seq=1 tt|=64 time=145.106 ms
64 bytes from 192.168.31.1: seq=2 ttl=64 time=24.277 ms

---192.168.31.1 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max =24.277/72.971/145.106 ms

2) L& ping BEE,

root@TinaLinux:/# ping www.baidu.com

PING www.baidu.com (163.177.151.109): 56 data bytes
ping: sendto: Network unreachable
root@TinaLinux:/# ping 163.177.151.109

PING 163.177.151.109 (163.177.151.109): 56 data bytes
ping: sendto: Network unreachable

To& ping 1B9MNM, BiZ ping BER ip itk (XS DNS 5 EXX] RIME—ETE ping B8,

3) T AEBIEAAINE LIER B & icmp BB,

[ echo 0x2080 0x2080 > /sys/kernel/debug/ieee80211/phy0/xradio/parse_flags

4) FEERARE ip HULEBEEH, TR/FshE1T udhepe -i wlan0 FMlist, FATLL ping BEE T

root@TinaLinux:/# ifconfig wlan0
wlan0 Link encap:Ethernet HWaddr FC:02:C3:81:88:24

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:11027 errors:0 dropped: 704 overruns:0 frame:0
TX packets:1820 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:4189738 (3.9 MiB) TX bytes:214436 (209.4 KiB)

root@TinaLinux:/# udhcpc -i wlan0

udhcpc: started, v1.31.1

udhcpc: sending discover

udhcpc: sending select for 192.168.31.73

udhcpc: lease of 192.168.31.73 obtained, lease time 43200

udhcpc: setting default routers: 192.168.31.1

inet addr:192.168.31.73 Bcast:192.168.31.255 Mask:255.255.255.0

udhcpc: ifconfig wlan0 192.168.31.73 netmask 255.255.255.0 broadcast 192.168.31.255

RIAFIL ping BEET, BREFABLET udhepe [ ip L FHSEEH, KEZFIN. HXip s

WA BEEBRE, [HRXEFNZ A udhcpe RIS T 1]
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5) fERBEMARIFINIH.

BRI FAL AT L ping @1k Fo IRFTIE ping BFH, EBEIIHITENMIME T LB B L H
icmp ping &.

i BT 8] ping Mt & TSEFF L ETLAB BRI ping 1BRY, BEAXRZEL 1 58,

root@TinaLinux:/# ping 192.168.31.94

PING 192.168.31.94 (192.168.31.94): 56 data bytes

64 bytes from 192.168.31.94: seq=57 tt|=64 time=152.583 ms

[12469.501655] [XRADIO] if0-TX---ICMP(ping), Seq=57-192.168.31.73(s)-192.168.31.94(d)
[12469.645301] [XRADIO] if0-RX---ICMP(reply), Seq=57-192.168.31.94(s)-192.168.31.73(d)

64 bytes from 192.168.31.94: seq=116 tt|=64 time=83.448 ms
[12529.028973] [XRADIO] if0-TX---ICMP(ping), Seq=116-192.168.31.73(s)-192.168.31.94(d)
[12529.103361] [XRADIQ] if0-RX---ICMP(reply), Seq=116-192.168.31.94(s)-192.168.31.73(d)

3. MEEIREREMAIAR, EEBRAR.

1) BEE—FRENENERHGES.

root@TinaLinux:/# wifi_connect_ap_test allwinner-wpa2 Aal23456

Connecting to the network(allwinner-wpa2)......
Connected to the AP(allwinner-wpa2)
/etc/rc.common: line 105: service_data: not found
Getting ip address(allwinner-wpa2)......

Wifi connect ap : Success!

root@TinaLinux:/# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0  192.168.31.1 0.0.00 UG 0 0/ Owlan0
192.168.31.0 0.0.0.0  255.255.255.0 U 0 0 Owlan0
root@TinaLinux:/# netstat =r

Kernel IP routing table

Destination Gateway = Genmask  Flags MSS Window irtt Iface
default XiaoQiang  0.0.0.0 UG 00 0 wlan0
192.168.31.0 * 255.255.255.0 U 00 Owlan0

2) EENRXHEBITANRBBRER.

root@TinaLinux:/# ifconfig wlan0 down

root@TinaLinux:/# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
root@TinaLinux:/# ifconfig wlan0 up

root@TinaLinux:/# route -n

Kernel IP routing table

Destination Gateway  Genmask  Flags Metric Ref Use Iface
192.168.31.0 0.0.0.0 2552552550 U 0 0 Owlan0
root@TinaLinux:/# netstat -r
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Kernel IP routing table
Destination Gateway  Genmask  Flags MSSWindow irtt Iface
192.168.31.0 * 255.255.255.0 U 00 Owlan0

MXEBHEA BT HE—% wlan0 down /55 wlan0 up, SMHEIRIREZE T o

route -nZFEZIRAE:

destination: BRIRIER, 0.0.0.0 REREBER, MALRS;

mask: 548 BRI XECRIRIERS (XARZ AFWiEEE) . EMEREH 255.255.255.255 , BRIAESEERZ 0.0.0.0,
Iface: FAZBE BB interface

gateway: MI%x, T—BKERERZIANON ip, ERMZSE interface  gateway X EI T — 1 E&FRBZAIHEES
metric Bk (BRERE): —RIBERT, NRELZEXIXERENHNERIERE, MERBEmetricfBE/IFBEEH.

3) FohgE—RIMNIRIX

root@TinaLinux:/# ping www.baidu.com

PING www.baidu.com (163.177.151.109): 56 data bytes

ping: sendto: Network unreachable

root@TinaLinux:/# route -n

Kernel IP routing table

Destination Gateway  Genmask  Flags Metric Ref Use Iface
192.168.31.0 0.0.0.0 255.255.2550 U 0 0 Owlan0
root@TinaLinux:/# route add default gw 192.168.31.1
root@TinaLinux:/# route -n

Kernel IP routing table

Destination Gateway  Genmask  Flags Metric Ref Use Iface
0.0.0.0 192.168.31.1 0.0.0.0 UG 0 0 Owlan0
192.168.31.0 0.0.0.0 255.255255.00 U0~ 0 Owlan0
root@TinaLinux:/# ping www.baidu.com -c 3

PING www.baidu.com (163.177.151.110): 56 data bytes

64 bytes from 163.177451.110: seq=0 ttl=51 time=32.434 ms
64 bytes from 163.177.151.110: seg=1 ttl=51.time=35.709'ms
64 bytes from 163.177.151.110: seq=2 tt|=51 time=44.778 ms
--- www.baidu.com ping statistics -

3 packets transmitted, 3 packets received, 0% packet/loss
round-trip min/avg/max = 32.434/37.640/44.778 ms

AL ping BEE T [BIELRBED I udhcpe BIahE,

4) 5T udhcpe BITHTE

1 #!/bin/sh

2[-z"$1"] && echo "Error: should be run by udhcpc" && exit 1
3

4 RESOLV_CONF="/etc/resolv.conf"

5

6 set_classless_routes() {

7 local max=128

8 localtype

9 while[-n"$1"-a-n"$2"-a Smax-gt0]; do

10 [${1##*/}-eq 32] && type=host || type=net

11 echo "udhcpc: adding route for Stype $1 via $2"
12 route add -Stype "$1" gw "$2" dev "Sinterface"
13 max=$((Smax-1))

14 shift 2
15 done
16}
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17

18 setup_interface() {

19 echo "udhcpc: ifconfig Sinterface Sip netmask ${subnet:-255.255.255.0} broadcast ${broadcast:-+}"
20 ifconfig Sinterface Sip netmask ${subnet:-255.255.255.0} broadcast ${broadcast:-+}

21

22 [-n"Srouter" ] &&[ "Srouter" !="0.0.0.0" ] && [ "Srouter" !="255.255.255.255" ] &&{

23 echo "udhcpc: setting default routers: Srouter”

24

25 local valid_gw=
26 foriin $router; do

27 route add default gw Si dev Sinterface
28 valid_gw="%{valid_gw:+S$valid_gw|}$i"
29  done

30

31 eval $(route -n | awk'

32 /10.0.0.0\W{9}('$Svalid_gw')\W/ {next}

33 /10.0.0.0/ {print "route del -net "$1" gw "$2";"}

34 )

35 }

37 setdnsserver

38 echo-n>$RESOLV_CONF

39 foriin$dns;do

40  echo nameserver $i>> SRESOLV_CONF

41 done

42

43  # CIDR STATIC ROUTES (rfc3442)

44 [-n"Sstaticroutes" ] && set_classless_routes Sstaticroutes
45 [-n"Smsstaticroutes" ] && set_classless_routes Smsstaticroutes

46}

49 applied=

50 case "$1"in

51 deconfig)

52  ifconfig "Sinterface" 0.0.0.0
53

54  renew)

55 setup_interface update
56 3

57 bound)

58  setup_interface ifup

59

60 esac

61

62 # user rules

63 [ -f /etc/udhcpc.user] && . /etc/udhcpc.user
64

65 exit 0

XEMKET, R*K udhcpe RRZMT FH ip #odk, TIKETWX, RET DNS,
IRZS TR -

Ifconfig down wlan0 %F7 W, ifconfigwlan0 up EFFTHM-EENEHEIREINNM X,
RRRINE

1. FohiEAA udhcpe, ERZEEAVISE M XBIEIE,

2. FohHiT: route add default gw 192.168.31.1, RER =,
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BRRRL:

1. B[R,

2. NRIX, B8R, ShMip, ShNRIiE, B KSERREE
3. Rz AE, e, XFEbaif.

4. EAISDM: Foi& ping SN ip ik, BEEREE AR

i1 e

4.4.4 E=H=: ifconfig XZFY ip Ut FHIHIRIMERK

iMEEER . AR, FIEMFIMRERIT
AR R

Feh RS

BEfF: R528 + XR829

W Tina

I RRRIR

1. fEF wpa_cli £31& B

2. 117 ping wwwibaidu.com, i5IBI7MNI5 K
3. }197 ping 192.168.31.1 ping M<tB ¥,
iRRESIHT -

1. SRR, IR S BN,

1.1 MNEIRTN, H& wpa_supplicant.conf X5,

insmod /lib/modules/5.4.61/xr829.ko
cp /etc/wifi/wpa_supplicant/wpa_supplicant* /tmp

-B

wpa_supplicant -iwlan0 -Dnl80211 -c/tmp/wpa_supplicant.conf -d -I/tmp/wpa_supplicant_overlay.conf -O/tmp/sockets

1.2 IN#EARS

-B

wpa_supplicant -iwlan0 -Dnl80211 -c/tmp/wpa_supplicant.conf-d -I/tmp/wpa_supplicant_overlay.conf -O/tmp/sockets

1.3 M wpa_cli B2

wpa_cli -i wlan0 -p /tmp/sockets/ scan;

wpa_cli-i wlan0 -p /tmp/sockets/ scan_results;

wpa_cli-i wlan0 -p /tmp/sockets/ add_network;

wpa_cli-i wlan0 -p /tmp/sockets/ set_network 0 ssid ""allwinner-wpa2"';
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wpa_cli -i wlan0 -p /tmp/sockets/ set_network 0 key_mgmt WPA-PSK;
wpa_cli-i wlan0 -p /tmp/sockets/ set_network 0 psk '"Aal23456";
wpa_cli -i wlan0 -p /tmp/sockets/ save_config;

wpa_cli-i wlan0 -p /tmp/sockets/ select_network 0;

wpa_cli -i wlan0 -p /tmp/sockets/ enable_network 0;

wpa_cli -i wlan0 -p /tmp/sockets/ list_network;

wpa_cli -i wlan0 -p /tmp/sockets/ status;

1.4 3KEY ip #itk

((udhcpe -iwlan0 )

2. ping ik

2.1 AT ping B EEI & Misto

root@TinaLinux:/# ping www.baidu.com
ping: bad address 'www.baidu.com’

2.2 ping BE ip #tibist,

root@TinaLinux:/# ping 163.177.151.109
PING 163.177.151.109 (163.177.151.109): 56 data bytes
ping: sendto: Network unreachable

2.3 ping E&ER KM

root@TinaLinux:/# ping 192.168.31.1
PING 192.168.31.1 (192.168.31.1): 56 data bytes
ping: sendto: Network'unreachable

EIE ping 8, IRNR XA BBESFIREIRBRL, DEER.

3. BEERER

root@TinaLinux:/# route -n
Kernel IP routing table
Destination Gateway. nGenmask _«Flags Metric Ref Use Iface

RAEZBER, BT ifconfigEFH

root@TinaLinux:/# ifconfig wlan0

wlan0 Link encap:Ethernet HWaddr A8:3A:D7:53:79:61
inet6 addr: fe80::aa3a:d7ff:fe53:7961/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2584 errors:0 dropped:0 overruns:0 frame:0
TX packets:23 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:109742 (107.1 KiB) TX bytes:2914 (2.8 KiB)

ZI wlan0 BAAEH ip #uiik, BT 2R1ENIT udhcpe BYBBERARLAR IHIREREI T ip ik 7 0fi,
A4 FTHAREpER#H— MR, BREEHIRE ip bk,

[ echo 0x20c0 0x20c0 > /sys/kernel/debug/ieee80211/phy0/xradio/parse_flags ]
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root@TinaLinux:/# echo 0x20c0 0x20c0 > /sys/kernel/debug/ieee80211/phy0/xradio/p
arse_flags

[ 963.211444] [XRADIO] txparse=0x20c0, rxparse=0x20c0

root@TinaLinux:/# udhcpc -i wlan0

udhcpc: started, v1.27.2

udhcpc: sending discover

[ 967.799449] [XRADIO] if0-TX---DHCP, Opt=53, MsgType=1-0.0.0.0(s)-255.255.255.255(d)

[ 967.821676] [XRADIO] if0-RX---DHCP, Opt=53, MsgType=2-192.168.31.1(s)-192.168.31.152(d)
udhcpc: sending select for 192.168.31.152

[ 967.889422] [XRADIO] if0-TX---DHCP, Opt=53, MsgType=3-0.0.0.0(s)-255.255.255.255(d)

[ 967.914309] [XRADIO] if0-RX---DHCP, Opt=53, MsgType=5-192.168.31.1(s)-192.168.31.152(d)
udhcpc: lease of 192.168.31.152 obtained, lease time 43200

FXEATA UHERENRE T, ip UL BRP F RS wlan0, BABIEEHFTT Ping i
To

5. 2AFRE

ifconfig wlan0 192.168.31.152 broadcast 192.168.31.255 netmask 255.255.255.0
route add default gw 192.168.31.1

BT LZIM AT L ping BRIX, ping BEEMANILE, tHEE Ping BEERIp #iit, BEF
BE Ping BEEHEZ. HILER dns EB 0=, WEEFNMKE—T.

X BEATUMERBFAET, 1Etina R4 L, BF ip #akF dns AR S EE 24K S /usr/share/
udhcpc/default.script 89, &N :

5.1 % BHELE netifd 1 udhepc S

5.2 XHFRZ R

> Base system

- netifd...e e OpenWrt Network Interface Configuration Daemon
> Base system > busybox

[*] udhcpc (DHCP client) (NEW)

6. IIESRIO
2R E/etc/ B R T OIES 4 RIAK N, RERAREHEE netifd,
RasFREH:

o X &HMERA wifimanager, HHFECE D netifd F1 udhcpc KIEECE 7o

o HEIRSRE R IR,

BRRIIE
1. &%t tina BC& netifd,
2. % wpa_supplicant.conf LA} resolv.conf #zpEl/tmp B RHE BRI RARIEE,

BiRS4:
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1. Ea),

2. NRX, I, ShRip, SNRII®, BEHT ASERREER M.
3. \mhEE, e, XFEboa.
4. EMIDHM: EROHip #lk, BER, dns RS

4.4,5 E{HIM: ipv6 dns EFERNSH ping BELLENS

iR IREBWE ping B EEE =6

AR R

. SEEStE

BEF: R329+RTL8733BS

B Tina4.0+Wi-Fi

S %I, ping BENME S LAEE DNS KBS £95£8 55,
IXhARA: v5.14.1-47-6-g18fd19d93.20220301_COEX20211210-2706_zeroconfig_sc_0408
iR RARIL .

1L.EMSE

1) KB RFRERINER S INEIEE,

2) &g ERE N,

3) EMEHIT pingwww.baidu.copt

4) FA Omnipeek #1THME,

2. BIARI

4-10: 4.4.5-1ping B ELEN =

EFba i

1. aREH
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K—: REERFEMY, RFAELB, MEIREHF wpa_supplicant BRSS, FF up wlan0, AI&&ED

WS, 1T ping www.baidu.com #1TEM,
RARE fiL
¥ FA Tina B wifimanager Rz A1 7B 5 Mo
ARSI, B LAHEBRE AR SZ0H,
[EIFIR T2 A E fth XR829 AYARF M,
A, B LAHERR wifi BRI,

LIOPY: FERZIEE ping WX, ping Efts#&, www.sina.com.cn, www.youku.com ;fllizt

Ping PXBIEERT <50ms, ping FrRAMAESRVSBRE BE—F, ST 5.
2 FEB SR AE LRI R TS IN T N ES,

SR F: ping www.baidu.com MME 2 ARTISIE

2 ans lemp VAR |

172.16.3.47 114.114.114. 114 73 Standard query 0x7150 A www. baidu, con
23 b a-ssm 172.16.3.47 114.114.114.114 73 Standard query @xedbz AMA www.baidu.com
24[8.680470 | 114.114,114.114 172.16.3.47

30 13.849647 | 172,16.3.47 114,114.114.114 73 Standard query 9x715d A www.baidu.com

31/13.881457 | 114,114.114,114 172,16.3.47 132 Standard query response @x715d A www.ba

3213881615 |  172.16.3.47 114.114.114.114 73 Standard query @xedb2 AAAA M.ha)du.ml 32&}@&1,{?%)5;- Sl ifip i #f
35 13.911316  114.114.114.114 172.16.3.47 157 Standard query response Bxeqs2 AARN . BAIHUGEARICHANE RMaB. shifen. con SOA nsi.s.shifen,com
36 13.911927 .16.3. 180.101. 49,14 98 Echa (ping) request id=axfde?, seq=e/e, m.-sa (reply in 37)

37 13.949677  180.101.49.11 17216.3.47 98 Echo (ping) reply  id=0xfde7, seg=d/0, ttl=47 (request in 36)

41 14.912241  172.16.3.47 180.101.49.11 98 Echo (ping) request lid=oxfd@7, seg=1/256, ttl-64 (reply in 43)

43 14.955695  180.101.49.11 172.16.3.47 98 Echo (ping) reply | dd=0xfd@7, seq=1/256, EEL=47 (request in 41)

48 15.912489  172.16.3.47 180.101.49.11 98 Echo (ping) request | id=8xfde7, seq=2/512, ttl=64 (reply in 58)

50 15.976904  188.101.43¢11 172.16.3.47 98 Echofing) reply| | id=dxfd@?, seqs2/512, ttl=47 (request in 48)

60 20.909307  172.16.347 114.114.114.114 70 Standard query @xbfS2 A taobao.com

61 20909640 172.153.47 114.114. 1248214 70 Standard query GxB73 AAsA tasbeo. con

75 25 912355 171.15 .47 1144 114 114.114 NS 7I Stlmﬂl‘d query _8xbfs2 A (lcbae com

76 25.943734  114.114.114.114 172.16.3.47 DNS 102 Standard quefy response xbf52 A taobao.com A 149.205.220.96 A 140.205.94.189
77 25.943872  (172.16.3.47 114.114.114.114 NS 78 standard query 8x879d AAAA tacbao.com

78 25.976356 [ 11d.114. ud 124 172.16.3.47 DS 132 Standard query response x879d AMAA taoban.com SOA nsd.taobao.com

79 25.976952 [ 172.16.3.4: 149.205.220.96  ICHP 98 ECho (ping) request id=dxfed?, seq=0/8, ttl=64 (reply in 80)

80 26.020533/  140.205. 2zn 96 172.16.3.47 1P 98 Echo (ping) reply  id=0xfed?, seq=0/0, ttl=4e (request in 79)

81 26.977208  172.16.3.47 140.205.220.96 P 98 Echo (ping) request id=dxfe@7, seq=1/256, ttl=64 (reply in 82)

82 27.011327  140.205.220.96 172.16.3.47 1P 98 Echo (ping) reply  id=dxfe@7, seq=1/256, ttl=40 (request in B1)

83 27.977438  172.16.3.47 140.205.220.95  ICHP 98 Echofllpina) request id=dxfed?, seq=2/512, ttl=64 (relv in 84)

4-1Y: 4.4.5-2ping BEME

MDITEIIAR I, EEZFERITE AAAA RYIEREIE (BN IPV6 B9EEMT) , EIRE T IEERIREIE

ST EERE ping BEHME94:

IE7 Bk dfping 11 LI SHBT
request A - Tesponse A 47uwsmrllnpkupva REAEA
request AAAA -> Tesponse AAAA

s B -] Expression
Time Source Destination Protocol _Length _lnfo
18 2022/139 10:16:10.348545 192.168.1.183 192.168.1.1 DNS 73 Standard query 0xa742 A www.baidu.com
19 2022/139 10:16:10.357798 192.168.1.1 192.168.1.183 ONS 132 Standard query response @xa742 A www.baidu.com CNAME www.2.shifen.com A 14.215.177.39.
2022/139 19:16:10.358282 192.168.1. 192.168.1.1 73 Standard query 8x4c7d AAAA www.baidu.com
, 21 2022/139 10:16:10.363969 192.168.1.1 192.168.1.183 DNS 100 Standard query response Bx4c7d AAAA www.baidu.com CNAME www.a.shifen.com
b 54 2022/139 10:16:31.952732 192.168.1.183 192.168.1.1 DNS 97 Standard query 0x85fb A aidevice.cn-hangzhou.log.aliyuncs.com
55 2022/139 10:16:31.958653 192.168.1.1 192.168.1.183 DNS 385 Standard query response @x85fb A aidevice.cn-hangzhou.log.aliyuncs.com A 120.55.220.5.

4-12: 4.4.5-3ping BEESINE

S EI%E ping BEME D!
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57 Bt ping (1 EEAR 504

request A
request AAAA - § .
response A TE{TDNS i ik TPV4 FIPV6 AS R Bl iy
response AAAA
Time Source Destination Protocol  Length Info LEH
18 2022/139 10:19:58.948811 192.168.1.163 73 Standard query 8x6e60 A www.baidu.com
19 2022/139 10:19:58.948957 192.168.1.163 192,168.1.1 DNS 73 Standard query 8x8c98 AAAA www.baidu.com
20 2022/139 10:19:59.001848 192.168.1.1 192.168.1.163 DNS 132 Standard query response Bx6e60 A www.baidu.com (NAME www.a.shifen.com A 14.215.177.38.
21 2022/139 10:19:59.006625 192,168.1.1 192,168.1.163 DNS 157 Standard query response Bx@c98 AAAA www,baidu.com (NAME www.a,shifen.com SOA nsl.a.sh.

4-13: 4.4.5-4ping BEEZREME

MTEXHLEDMERERT, FHig®E DNS #iT2REY IPV4, IPV6 #1TH), MAAREMIL

BY;

MIERIRE ping BEERME, DNS #ITHEREIIXY IPV4, IPV6 #1T, BEMEZHEEIRILA,
MU ED BTG AN TR

AE— RIFREI IPV6 BISEFRFER, BUH IPV6 BY DNS 4,

FZE . DNS FEHfEY, IPV4, IPV6 JRILZEEMT,

RARE:

HRIRSERIY R IPV4, IPV6 B9 DNS f##fT, FH&AIBRSMIMSE IPV6 AEATTEA DNS BIARATEE

ZF=iRE, S ping BELENS.
RERIE:
EZRINREAEHREN, XEXRBHZET" DNS Y, IPV4, IPV6 IRI#TT

B LA7E DNS BEEE X [/etc/resolv.conf] H#HITIEEL:

options single-request-reopen timeout:1 attempts:1

single-request-reopen: DNSEEMTEYIPVARNIPVERAMRIIIER, EAREM, NRMIPVeET—RaRK, FREA.
timeout: DNSHRATIRIKBTERYET <

attempts: KRMEIXHREL

Tina % % 7£/etc/resolv.conf AN (@1 package/network/config/netifd/files/usr/share/

udhcpc/default.script]

default.script
index 8c5dcel3..34528b36 100755
--- a/network/config/netifd/files/usr/share/udhcpc/default.script
+++ b/network/config/netifd/files/usr/share/udhcpc/default.script
@@ -37,9 +37,11 @@ setup_interface() {

set dns server
echo -n > SRESOLV_CONF
+  echo "options single-request-reopen" > SRESOLV_CONF
foriin $dns; do
echo nameserver $i>> SRESOLV_CONF
done
+  echo "options attempts:1 timeout:5" >> SRESOLV_CONF

[ diff --git a/network/config/netifd/files/usr/share/udhcpc/default.script b/network/config/netifd/files/usr/share/udhcpc/ )

WRARFAE © HRiB2ERERMNABRAR. RE—IRF

XH4E @& i%R: aw-document@allwinnertech.com

49


mailto:aw-document@allwinnertech.com

@LWIMIER
% X W

# CIDR STATIC ROUTES (rfc3442)
[-n "$staticroutes" ] && set_classless_routes $Sstaticroutes

BiREL:

Mintfailo

FIAMEHSRIRRTS, BEMARERE, Brlllping BAE.
ping 18& M,

ping IP #ab M,

2 dnso

ERRE:
RIRHEERIDIERR, LHIAMNTINEUNR, RHEOTER:

o EML ping BEEZNRMHAE, UKIMEXH.

4.4.6 FHH: ELRSTHERITL

IR . ELENE RENS Eir e

AR R

P AR

FiF: R329

1A XR829

BIRRRI: FA wifimanager XM/, tplayer BELISN, FEiEL,
iR :

IMZMIN, LB ping BEXEIESR, WEBIRETANRHRTEE,
kill 4= tplayer & I2[FEHBERIREER.

AT BERE LK IMFEITEL

FEER

o WMEFIRUTN, ZEXMET,

o BEMAFE mac AR, &N IIEPREMIRES 8%,
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RARE: FBIEMAZIEEFE mac kbR
fRINE

—La MR RRER mac ik,

fEFBE mac itk

BRELE!

EB721:: DN

FIAME SRIRTS, BEMAREERE, Brll ping BEE.
NREEZWI, HIAEE B LABER R INEZEME,
REMIGEIEZZRE, FHIAIMERE,

INEDOIF IR R B FE mac il RAVIR &,

T
o ﬁ*ﬁ'E/u\ EEF R} 4% |JIEE.]I|:EjJIiﬁ|__HTE|]o

ERRE:
RIRHEERIDITARR, LEIVZIMEMNR, RHOTER:

o E'ﬂ%e LﬁﬁL?ﬁE’] ?ﬂi{ﬁE Ny LX&W@SC#O
o EMERREIERED, BEAEIZSE mactRHE, JMIATIEEGR,
o RMEIEMHING, ETENDH.

4.5 {KEIRMRER

4.5.1 HIER K

— RFEE

1) A wifi_scan_results_test/wifi -s/wpa_cli #1T1&EEMiK, ¥4H68
Fi_ B &3EF)D -
1T ifconfig BF ip ik,

(0 3588
i MRFREFTEENSE, 58% 4.3 EVEREXEBHE,

££2Z (Tina_Linux_Wi-
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2) $17: echo mem > /sys/power/state # NKER,

(1 35285
E R RORGEER AR

3) EF 2 EENRENAIST, ZIXAEMREERREE, g, WRNEREREAINEER,

4) BT 3/4 WER TRIR/BIEM ping &M ip HLEIREE,

—. BEAE

PRERIRER )RR 9 R RERANREE A N2 72, EF 0 BNt al LUgE/ER.
5) BERTENRIER

echo 0 > /sys/kernel/autohotplug/enable;

echo 1> /sys/power/pm_print_times;

echo N > /sys/module/printk/parameters/console_suspend;
echo Y > /sys/module/kernel/parameters/initcall_debug;
echo 8> /proc/sys/kernel/printk;

NEFTHER, HSEE 2 ETAREITENEMEE ED .

DHTREF: suspend BSIRAB ML EPEMT, FHTELSXFR wlan, B ABIEAM—XTEESEEE

= wlan EanE AR,

SNRAEGSIEHEIRER, WiPA wlanWE=18x, BRiSAEAIRREER, KM HER R
NREETFREEE R, ¥ASwlan RepFTx.

6) BRI UEEAIE, BEREMRE,

T 3, FJUHAENRIRMREEERIER,

ENE

6.1) BERABEEMNEIRE NN EZEEEBREER.
6.2) BEXRNVEBAREFEWanRENHERL,
6.3) EERNEwlani& &Ml

4.5.2 Efjl—: ping MEELI
R ERERANR, TRET ping M7 RREEE,
R

e

DD

YN/
Fi%: R528
1E4H: XR829

IR . RBEMEHNKE, BIEMA ping fiRF8Y ip ik, RGETIEMREE,
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CIFbag i

1. £/ gpio PE2 - MERE AT LIMREE, rtc YIS TVIREESRER AT LUIE B IREE, RPARSTIAERIRES
ERIER,

2. BIRABEENRRERFELMAERET ., RABEFTERERN T

3. #H—H DI TMREES | PEC MECE, MR, SRETM%, BERESH PES 2@R—4H, =
IRERHIHIE PE6 BT LAMRER,

4, ZHEFAMZ fanout BITHRERE 32K K2, REEFTHILUNIEER) 32k, HKRIRELENEE,
BEAEMUMEXENRAT
RasFREH:

a0 wifi B9 32k 378 PG11 B9 fanout ThEE, i clk_fanout ThBEMKH pll_peri , {BEEE pll_peri X
&#TF pll_ldo, RAKERENSEIEXH pll_ldo, FTESHE L4 32k, &E wifi (RIEXMK, Fi
BT ping MREE,

RRRIE:

1. RBRBYARZF pll_ldo, -) =SEEHFEE M,
2. URESER: rtc32k->apb0->pclk->fanout2 BYMERRA WIFI RIRIZ 4 32K BY$h,

BREL:
1. Efthna g Jenliat
o RERMERS A, 8%, cpuZFEZPMERAVIRIE, wifi ARIRIRERED & R ARERIEZR AN T8

E—F. FTEUARNRREERASES, TiHob—F 0. —ROBRMELHAHEMM
B2, fId0 gpio, ¥ rtc T2 S A LIREE, HRASGIRIRMEERIER,

2. RE RBREY wifi IR

o wifi ping M2E2, BAUNNEEERETEEN, SNBEMEERE ping @, A LURT EEAY
BREFEEAEEER TS, EEEIMMEEERAMKRFERESHIERD probe M null data
Mo

3. W MREE S | BIRTS

o ping MEERAFIHZ gpio kT, AIL~HUAIREES|IMNEE, BRE2TEMEN, FEES
B, FETMA A NERIRE, FATE gpio WHETSESITH. HENERRKSEMNEUKTEER
BEET i,
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4. HfhAFE

o EIERHEE, PRERET wifi BY 32k BIHFE—EEM.

ERRG: ZRHEIEMINTERR, HHIAFITONEMNR, REHEOTER:

o RER/E, wifi BG1RE, ping 25K T kT, HiEET wifi BEES|RIRHAR L PETE SR IU

MR ER,
o RMEIEHINEG, BT OWHE,

4.6 HH1EEE

4.6.1 HIERBE

— RfEE

1) FEHEMRASEEE (Tina_Linux_Wi-Fi_ RS o

(1 35285
# —EERFIEFRNRNE RS TUEE Ping &,

—. EHHE
2) RSTHAIREME RF #ARER, BB~ RF MRS,

3) WREANIRREGES, thil: RBFRAETEHHEBREMAE, IERLEEHHE, sdio £F

HIFEFER S OKo
REEESREEIEE, THEIN BT ER,
=. RHAE

4) REMATF AT TRIERE, LEAREREF T,

4) BEFMZEZXEDN, HFE—IRFER, RERIUEE, WEHRIEFHIER, WRETHFEM

Fo
5) AXLEDITE, IHERHETFRETEIT LD o

6) RIMASKFGERITM, MAREBLERENZ, SAZ, FMARFT,

(0 588
i ERRE:
CPU ##k, CPU$iZE, CPU HAZX [fEM cpu_monitor TH]
IZR5EER, SDIOSAE [BEF 2 EH]
ik AP RIS E /ST E [(BRAE&IREESR]
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XHEER: W

4.6.2 Effl—: HFHIHATERIERE

R . FILMNRE, RF TX TERILERE,

1E2H: XR829
iRl ER RN :
BN TR ERE, BT

root@TinaLinux:/# iperf -c 192.168.31.100-i 1 -t 20
connect failed: No route to host

EFbai

MifHRF#1 pc #8E ping, pc AIL ping @1k F, #RFT% ping 18 pce
B 55NN R I — 2

B pc WIRERE.

IRASFERE: NLAY pe 7 7 Fh AdEs

f@RME: XH pc BB NG, BEEBRRIR-RHTNE,

BiRS4:

1. & WHEE ping Mo

o TEMAEMMIRAT, FHRIKENTSAILUAEE ping &,

2.TX/RX SR A LMo

o TX/RXZHNIR, WMERW—H I EARILER, EENGHILERILEE.

3. EHE,

o RAZEFIE mac IR ip ihbdsR, BFNHMERERS T THAE,

o XFELMIR: iR pc/BR BHARRFHITILL IR,
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ERRIE:
RIRHEERIDIERR, LEIARNTINEMLNR, RHEOTER:

o HIFRIMBEZE: HRIIFIE mac ithiit, ip MR, REERAMESFEAR, EURERR—

R+, AR,
o MERSE—IRA, B—RANHE, REREHIFE, ET0H

4.6.3 FHI=: HT40 MiXEFM TCP Fixtx

iARRER . BN TCP HT40 ik,

AREE R

o PEE

REfF: R853+XR829+ A pe + /K A4 BRe

B Tina4.0+Wi-Fi+iperf2

A REZRIL :

1. EMSE

1) A tina_r52852-evb3hmi_uart0.img AR FE R, RAKIAERSIMEIRE.

2) BREHEIKE HT40
3) FEAMNA pc#l iperf2 #HTEMMIR,

2. BIARY
EHEIEARIENR, 2H 50-60Mbps.
CIFibag i

Mix—: FF R853+XR829 T F Mk #ITEM NI :

e | BEES BEHRE TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
1 B 1.1G6 HT40 54/60/65 44/55/61.2 1104-100%
2 Bz 1.26 Ché 55/62/68.2 55/59/62.9 1200-96%

4-14: 4.6.3-1 BHIHEIE

MIREEIE :

1) R853+XR829 Mzt HT40 FIAY, FRik#T (EF 70Mbps)o
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2) R853+XR829 ilix HT40 &IAY, #EF CPU SAERM 1G 2 1.2G BEIFIE,

3) R853+XR829 iMllix HT40 &R, CPU SAERS, JLFRHH .

4) R853+XR829 Mk HT40 HME, FE LA CPU MA: iperf, xradio_bh, ksoftirqd, xra-

dio_proce
4.2 R E AL

MK Z: FIFA R853+RTL8723DS X Rk 5 1 TEIL M :

FE | HsiEh RS TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
3 BE1.1G HT40 74.4/76.5/79.7 76.7/80.8/81.6 1104-85%
4 B 1.2G Che 78.6/82.8/87 79.1/80/80.5 1200-85%

4-15: 4.6.3-2 BILHURE

MR LEe

1) R853+RTL8723DS Mk HT40 FILEY, 3AAR (TCP TX/RX & F 70Mbps)e

2) R853+RTL8723DS Mt HT40 BILAY, #=#F CPU Mi=E| 1.2G BLFeLE, BRHEE, EE&X

Fo
3) R853+RTL8723DS Mk HT40 &FILEY, CPU 4BEhRE, 1BLL XR829 1.

4) R853+RTL8723DS Mllix HT40 & ihfY, FEHMA CPU M&: iperf, RTW_RECV_THREAD,
RTWHALXT, RTW_XMIT_THREAD; ksdioirq/mmc2.

5) FMIL 13366, R RE F LA,
M= F|F R528+XR829 Tx Filk 5 #HITEM MK

Fe | sk [XR829] iz psa TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
5 Wiz 1.2G HT40 72.4/79.7/849 | 73.1/75.4/76.5 | 1200-56%, 1200-25%
6 241.2G Ché 58.7/59.8/60.8 53.9/54.1/55.6 | 1200-86%

4-16: 4.6.3-3 B EIE

MIREEIL

1) R528+XR829 Mz HT40 HMHEY, XiiAktR, BZAFENR, WHAS XA K.

2) R528+XR829 il HT40 FILAY, WAZLE#%, FIHFFELY 15-25Mbps, FERLY 18%-28%
3) HHER cpu ZEEMRR,

M3 : F A R528+RTL8723DS TR M BB H I THM M
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FE | 152 [RTL8723DS] e TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
7 Wiz 1.2G HT40 144/75.6/78.6 83.6/85.7/88.2 1200-59%, 1200-52%
8 B 1.2G 70.3/72.4/74.4 741/76.4/78.3 1200-76%

4-17: 4.6.3-4 BHEILEGE

MIREEIL

1) R528+RTL8723DS Mixk HT40 FHES, WIZAMR, BiztiAts, AT EZRARIM,

2) R528+RTL8723DS Mixk HT40 FLAY, MIZTL R, FHEEKL 5-10Mbps, FEEL9 5%-11%.
3) ZRENEL T EZME: TERA. CPU &,

MIRE: FIA R853+XR829 LRk B #HITHMMIA

ZEEICPU HA®, EERLREIDEENMTA:

1. &% RTL8723DS B RTWHALXT, RTW_XMIT_THREAD,RTW_RECV_THREAD H94XFZ2 (1L 7tk

rtl8723ds/core/rtw_xmit.c
rtw_xmit_thread()
{
struct sched_param param ={.sched_priority=11};
sched_setscheduler(current, SCHED_FIFO, &param);
}
rtl8723ds/core/rtw_recv.c
rtw_recv_thread()
{
struct sched_param param ={.sched_priority =1 };
sched_setscheduler(current, SCHED_FIFO, &param);
}
rtl8723ds/hal/rtl8723d/sdio/rtl8723ds_xmit.c
rtI8723ds_xmit_thread()
{
struct sched_param param ={.sched_priority=11};
sched_setscheduler(current, SCHED_FIFQy&param);
}
linux-5.4/include/uapi/linux/sched.h
80 /*
81 * Scheduling policies
82 */
83 #define SCHED_NORMAL 0
84 #define SCHED_FIFO 1
85 #define SCHED_RR 2
86 #define SCHED_BATCH 3
87 /* SCHED_ISO: reserved but not implemented yet */
88 #define SCHED_IDLE 5
89 #define SCHED_DEADLINE 6

& E xr829 B9 xradio_bh,xradio_proc FILLIZ 4K

xr829/wlan/bh.c

xradio_bh()
{

ret = sched_setscheduler(hw_priv->bh_thread, SCHED_FIFO, &param);
1
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xradio_proc()
{
ret = sched_setscheduler(hw_priv->proc.proc_thread,SCHED_FIFO, &param);
}
linux-5.4/include/uapi/linux/sched.h
80 /*
81 * Scheduling policies
82 */
83 #define SCHED_NORMAL 0
84 #define SCHED_FIFO 1
85 #define SCHED_RR 2
86 #define SCHED_BATCH 3
87 /* SCHED_ISO: reserved but not implemented yet */
88 #define SCHED_IDLE 5
89 #define SCHED_DEADLINE 6

M MRARLAZ N ARIKEE —1F, #BE SCHED_FIFO,

FE | BE = TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
9 [R853+XR829] 94z 1.2G, HT40 56.6/65/68.2 55.6/62.4/65.3 | 1200-83%
LLFRE5E4REEE R SCHED RR (2) CH6
10 [R853+XR829] 4% 1.2G, 59.8/64/67.1 59.6/60.8/62.6 | 1200-94%
LR SRR SCHED BATCH (3)
4-18: 4.6.3-5 BMLEIE
ML

1) R853+XR829 MifHT40 FMAT, JEZE xradio_bh #0 xradio_proc BI&I2 %4k SCHED_RR

&, BRE, EBMHATERT.

2) R853+XR829 Mk HT40 F ML A, 8% xradio_bh # xradio_proc B4 2 1t % & 2

SCHED_BATCH J&, BthE, BIATENT.

3) RTL8723DS/XR829 MWELIZMIAHIKER —1F, WEAZFBLAIEN LA BT EXME, B—

ERTto
MR7<: FIF R853+XR829 1T Mk B #1TH MM

VA% ampdu:

FE | B2 T TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
1 [R853+XR829] &% 1.2G HT40 49.3/59.8/65 42.5/60.7/64.5 | 1200-99%
BALEREITSER SCHED FIFO (1) CH6
Ampdu 822 8/10/12/16
4-19: 4.6.3-6 HHEIE
MiALEL:

1) &2t ampdu f5, BEMEERA, WHZE ampdu FXEX,
MRt FIF R853+XR829 £ F M EHITHEM ML
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JEEE /9 SDIO Hlf:

FE | B2 e TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
1 [R853+XR829] ##% 1.2G HT40 56.6/66.1/68.2 | 52.3/58/60.5 1200-96%
ERAEIEM S SCHED FIFQ (1) CH6
VAR sdio FhHT

MIREEIE .

1) &R sdio b, FHLHERFA,

4-20: 4.6.3-7 BEILEIE

MX/\: FF R853+XR829 X ik ps 1T M

JA%E PG AY debounce, %% 24M:

T o x

03 PAFxternal Interrupt Control Register (Defaull ¥ S
04 PAFaternal Interrupt Status Register (Default Vah,
95 PAFxternal Debounce Configure Register (Defaul
06 PC Extternal Interrupt Configure Register 0 (Defa
97 PC External Interrupt Configure Register | (Defau
08 PC Estternal Interrupt Configure Register 2 (Defa
99 PC External Interrupt Configure Register 3 (Defau
100 PC Esternal Interrupt Control Register (Default U
101 PC External Interrupt Status Register (Default VE
102 PC Esternal Debounce Configure Register (Defa
103 PD External Interrupt Configure Register 0 (Dsﬁ\g:
104 PD External Interrupt Configure Register 1 (Deft
105 PD External Interrupt Configure Register 2 (Defe
106 PD External Interrupt Configure Register 3 (Deft
107 PD Ezternal Interrupt Control Register (Default ¥
108 PD External Interrupt Status Register (Default Ve |
109 PD External Debounce Configure Register (Defa'
110 PE External Intermipt Configure Register 0 (Defa
111 PE External Interrupt Configure Register 1 (Defa
112 PE External Intermipt ConfigureRegister 2 (Defa
113 PE External Interrupt Configure Register 3 (Defa
114 PE External Intermipt Control Register (Default
115 PE External Interrupt Status Register (Default VS
116 PE External Debounce Configure Register (Defay

BiRA sdio HHTHN gpio FETE B ER.

*6.1.130 PG External Debounce Configure Register (Default Value: 0x0000_0000).
Offset: 0x02D8- Register Name: PG_INT -DEB-
Bit- Read/Write- Default/Hex- Description~
317= i i i
6o RIW 0x0+ DEB_CLK _PRE SCALE!
Debounge Clock Pre_scale n.+
The selected elock source is prescaled by 2°ne
3:1e 2 El ‘a
0- RAWs 0x0% PIO_INT_CLE_SELECT:
PIO Interrupt Clock Select.+
0: LOSC 32Khz.
1: HOSC 24Mhze
*6.1.131 | PH External Interrupt Cenfigure Register 0 (Default Value: 0x0000_0000).

4-21: 4.6.3-8debounce

root@Tina:/sys/class/sunxi_dufp# echo 0x020002d8 0x00000001 > write
root@Tina: /sys/class/sunxi_dump# cat dump

Ox0000000L
4-22: 4.6.3-8sunxi-dump
#= | B2 B | TCP-TX (Mbps) | TCP-RX(Mbps) | Cpumonitor
1 [R853+XR829] #i#% 1.2G HT40 53.5/55.6/58.7 | 59.3/63/642 | 1200-96%
BRLERR(244R SCHED_FIFO (1) CHe

EEE PG [ debounce A 24M clk

MhRLEIe: 1) JA%ZE io BIMY clk debounce, HEMEERFA, HBAS io O clk debounce TTLXEX,

4-23: 4.6.3-8 B #E

Mt A: FA R853+XR829 R B EITEMLIMHAIAR T B I riscv B1%, BELMIARINEEF
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TOC_name,

4-24: 4.6.3-9riscv FFx

MHiRkLLe
1) ZEMRR, 5 riscv ZTLFEL,

M+ XFT XR829 Xy PROC A DEBUG 7=, XHAEB7 %R debug LS. &K block
Sizeo

AHM7E 68~69Mbps, 1&/REI70. 71Mbps

IRAFERE: £4% CPU FM%EER

RRRIE:

L R

2. IRELIEM TR

3. X7 XR829 J¥zEnHY PROC A1 DEBUG 75\ X #1863 %R debug 153, &k block size,
BRES:

1. St EhE

1) RSEHREEG REFEIFES, EEMRKH RFUIRRS,

2) HIRERNRREAES, il RBRAESSHRBREME, SFEREAESHE, sdio £T
HIFEPER S OKo

FREEESEEETHEZ, THENBTILIRAER,
2. BAF R AL

1) BEHRZEEDN, HFRE—IRFER, BARSMERE, NEHEERER, FETINER
Fo

2) RN ([Xo&E e My Fie @l
AR, BFiES

3) AXtEDTE, INRERHERERSTMI LD (KOFLEERTESTEERMIVREMN
]
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3. BRI

1) &5 cpu Hi=E,

2) IRE&EMAR, LES
3) A io RUBTTH, fUN:

%ﬁﬁ%*ﬁ; E?Ei\ CPU IJ_'_I}EEE%E: )J‘:’E %éﬁ J\ﬁo o
¥,

io B9 debounce,

4) 1EEXFhlER, sdio AR, gpio AR,

5) sdio #&8, MEELE.

6) WohEKFE, BREEE

7) iperf M.
4. BRAE

1) Xt

2) WD

3) HARKMAL,
EERE

RIRHEERINITERR, HHIAmIT2TEUNR, RENOTER:

o AIEIIFIR

4.7 RZA3iR)RR

4.7.1 HIERBR

. BEEE

, WRIAE, SIEEE

1) REWLEZE, MR DH.

[wifimanager/wpa_cli LR E FBIR B#E#1TIEE 4]

2) IR, MISEZEE, RIEEEHIMIE R SR ERRIE.

(R TARSS

, BRNA, HiEEEO, K&, firmware WEXDHT] 48N E L
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4.7.2 F=fHl—: MARRAKRMEFHOEXK

iR . BREERkTEE, FRTAEE.
s =

i B

Fi%: R328

1E4H: XR829

wlan ks :

root@TinaLinux:/# cat sys/kernel/debug/ieee80211/phy0/xradio/version
Driver Label:XR_V02.16.91 _HT40_01.38_BG Aug 52022 01:36:58
Firmware Label:XR_C09.08.52.75_DBG_02.141 2GHZ HT40 Jun 14 2022 09:19:08

MRERIL: PEASBUTEER LB, SHSESHETERE,
iR :

1. MRHIA

NR&EMARENE, ZBEAE wifimanager B9 conpect #£[,
(58 ZR& 7 fith &% (O] B -BR F = EB V3T EN. txt]

BEERMTEE, NARSEERNK,

event name:DISCONNECTED

Network disconnected!

event_label:6

--->WMG_EVENT: WSE_AUTO_DISCONNECTED
--->WMG_STATE: DISCONNECTED

event_label 6, StaEvt.state:4

ssid: hanshow, bssid:

LRUTFT

[ Disconnected,the reason:WSE_AUTO_DISCONNECTED

FA P EmhimE

R E] disconnect B, AEERIEMGHE

2022-7-29 14:16:59.270

/uaibot(2132:3033644308) DEBUG [app][OnDisConnected] OnDisConnected ssid: hanshow, bssid: 4:
getWifiConfigStatus

2022-7-29 14:16:59.271

/uaibot(2132:3033644308) DEBUG [app][dispatchMsg] dispatch msg id: 81, name:led effect(714), delay:0s, sender:Sys,
receiver:Led

2022-7-29 14:16:59.271

/uaibot(2132:3033644308) DEBUG [app][startConnect] connectState_: 0

2022-7-29 14:16:59.271
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/uaibot(2132:3033644308) INFO [sdk][Nodelite][stop] DWakeup stop

2022-7-29 14:16:59.271

/uaibot(2132:3042901268) DEBUG [app][dispatchLoop] handle msgid: 81

2022-7-29 14:16:59.272

/uaibot(2132:3042901268) DEBUG [app][HandleMessage] enqueue led msg: 4, index: 23,in=0,isResumeBindDeviceFlag
=1,isResumeGeekFlag=0

2022-7-29 14:16:59.272

/uaibot(2132:3042901268) DEBUG [app][dispatchLoop] handle msgid: 81 over

2022-7-29 14:16:59.272

/uaibot(2132:3005955348) DEBUG [app][connect] ssid = hanshow, password = 12345678

2022-7-29 14:16:59.272

/uaibot(2132:3005955348) DEBUG [app][connect] Start reset wpa supplicant.

2022-7-29 14:16:59.273

/uaibot(2132:3036814612) DEBUG [app][handleMsg] handle led msg: 4, index: 23

Successfully initialized wpa_supplicant

Wpa_supplicant EEmY, BRELEEHETER connect &M,
2. DN AEWE L IETLE:
1) BrMfs& OnDisConnected() 14 ;

BRWE BT EEEEREIRE T 48ERE, A startConnect()

ifiConnectObse

iConnectError(

»setWifil

OnDisConnected( string &ssid, 1 bssid)

ssid hssid: %s : getWifiConfi atus", _ FUNCTION__, ssi
retWifiConfigStatus JIFI CONFIGURING && ! -rgetWi

roler::GetIn
>muted()

4-26: 4.7.2-2 N FAEX I
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2) NMAFEEEML; startConnect() IO BN BTN, FFRLERIEAM connect 0, AN
Bk P R FE AT 2 1

2 istartConnect

nnectState_ : %d ", connectState_);

-»getWifiIsConnecting())

L 5ﬂgﬁ'tlfi-:; I E:?ﬂ:rﬂ”ﬁ%:T:i'”g. true "

|| connectState_ nected) {
i n alre: or connected, return directly.

return;

0S5 _CreateThread(( THREAD Jconnect, s E_DETACH THREAD, 8);

4-27: 4.7.2-3 N FREXN

3) X—Z connect #ZEONARN BEZER,

petWifilnfol);

4-28: 4.7.2-4 N FHEXI

5% kill #2 wpa_supplicant, BER wlan0, ZAEREENEEEEXHENR/imp BR, BER
wpa_supplicant, #A/FIEMA Connect &,

4) Connect #ZOMARN AEERN,
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authType)

connect_id

Chines

i

&l 4-29: 4.7.2-5 R/ FEXR

5) XER Wifion() tB2MBEZER, A aw_wifiLoff()s aw_wifi_on()
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s :Wifion()

_pWifilnterface !

Wifioff();

printf

_pWifiInterf

i |'.| L
printf|

printf

: :WiFiOFF() {
pWifilnterface !=
ret = aw_wifi_off(_pWifilnterface);
Flret @] 1
_pWifiInterface =

printf(

printf(

4-30: 4.7.2-6 N FREX

6) A connect_ap() BESHIOTF:
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B bt S

24120
24121
24122
24123
24124
24125
24126
24127
24128
24129
24130
24131
24132
24133
24134
24135
24136
24137
24138
24139

24140
24141
24142
24143
24144
24145
24148
24147
24148
4145
24150

Disconnected, the peason:WSE_NETWORE_KOT_EXTST

ap A IETE

2022- 7-21 11:02:35.382 .
fusibot| 2439:2591619348) DEBUG [app] [OnConnectError]| OnConnectError errCode: 2, ssids , besid:| KEEERELEMEE
2022- 7-21 11:02:35.362

fuaibot | 2439:25016159348) DEBUG [app)[startConnest]) connectitate_ = 2

20z22- 7-21 1

fuaibot [ 243%:29916193468) DEBUG [app][startConnect]) ceconnest thread iz run already or connected, return dirsctly. comnnectitate_ s 2
sendto; Hetwork unreachable
2022- 7-21 11:02:40.383
Fuaibot | 243%:2%916109340) DEBUG [app] [connsct] wifi reconnect times, resolt code § O
2022- T-21 11:02:40.383

Fuaibot | 2439: 2%016103408) DERG [mllmm:bl Start resst wpa :nwli:nmt.| l E—Ew

Sucoes=fully initialized wpa supplicant pa

tany icmp recvirom:: Besource temporarily unavailable

levels 4

[50] [1] [24089] [Jal 15 2022 10:14:06] [netlink.cppil@l] int check statusichar®, char®, int, int, ink);======fetwork down clear ip==s====-

2:35.363

=

2022- T-21 11:02:41.552
fuaibot [ 243%:3017669908) DEEUG  [50] (1] [2480] [Jul 15 2022 18:14:06) [netlink.oppilfl] int check_status({char®, char®, int, int,
int) s======Hetwork down clear ip=======

mamand faileds Mot found

aw wifi off succes

(Wifi off sucoeas.! . i«
[open wifi {aw wifi ond =success, Wlﬁ *ml Hﬁmj

24207  2022- T-21 11102:52.281
24208 fuaibot [ 2439:3006745972) pEADE  [50] (1] [2543] [Jul 15 2022 18:14:04) [=mart_devige ma
SpartDeviceManagerimpldiiInpliidispatch_dev_cloud state [int): [IN) state;29%,

Var)

TxSL Akt Uxbd il Uxb% UxGF Uxdf Dbl Oxéd OuéE 0xT2 OnEZd 0xSE Ox88 0xE? OxBA 0xBEF ccdeshrrayr Redmi_Haiechfiél

event_label 203, StaEvt.atate:l

22id: Fedni_HalerfWil, basid:

Connacting to the network......

lavel: 4

[0 [I] [2543] [Jul 1% 2032 18:14:04] [=mart_devics managear_inpl.cppeldT4) int SmartDeviceManagerImpll::Implrrdispatch daw_cloud _stata (int] @ [IN]
statardsa.

“|2418T pairs.key [alosat], pairs.valus [4]
24188 pairs.key [ssid], pairs.value []
24189 pairs.key [ap_mac], pair=.value []
24180 pairs.key [router mac], paira.walue []
24191

24192

24193 et [0]

24184  event_label 203, StaBvt.state:d

24195 =aidi Redni BaierBifk, bsaid:

24186 FEES W7 IT

24187 Disconnmcted, the reason:WSE_NETWORK_BOT_EXIST

24198 apASFEiE @
241889 Z202%- T=21 11:0Z:49.240

24200 Miaibot [ 2439:2991619348) DEBDS | [app] [OeConnectErrar] OnConnectErrory areCode: 2, aaid: |, basid:
24201 202z- T-21 11:02:49.240
24202 fuaibot [ 2433:2931619348) DERDS [app] [startComnact] comnectState_ = 2

24203 202%- T-21 11:0Z:49.240

a4 fualbot [ 2433:23591€15348) DEADS |app] [atartComnect] recommect thread i3 run already or conpac
242058 lavel: 4

24206  [5D] [T) [2643] [Jul 16 2022 18114104] [=mart_device manager_impl.opprldTd] int SmartDeviceMan

= PN Yo L

motState_ ¢ 2

_dev_cloud_state{int):[IN]
stater 2949,

4-31: 4.%
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24130 Disconnected, the peason:WSE_NETWORE_BOT_EXIST ~
28121 apPEE
24123 2022- 7-21 11:02:35.382 E @ﬂ
24133 Fuaibot [ 2439:2981619348) DEBUG [ape] [OnConmectError]] OnConnectError ercCode: 2, ssid: , baaid: Wz S
24124 2022- 7-21 11:02:35.382
24135 Sfuaibot( 243%:29091610346) DEBUG [app) [startConnmect] connectitate = 2
24126  2022- T-21 11:02:35.383
24127 fuaibot( 243%:29916103408) DEBUG [app) [startConnect] reconnect thread iz run already or connected, return dirsctly. connectitate_ : 2
24138  mendto; Hetwork unreachable
24128 2022- 7-21 11:02:40.383
24130 Fuaibot | 243%:2%916109340) DEBUG [app] [connsct] wifi reconnect times, resolt code § O
24131 2022- 7-21 11:02:40.383 l | l
24132 Fuaibet | 2439:2%91610340) DEBUG [app][conns=ct] Start resst wpa =supplicant.)
24133 Sucoes=fully initialized wpa_supplicant EEWPB .
24134 tang icmp recvirom:: Besource temporarily unavailable
24135 lewel: 4
24136 [50] [1] [2480]) [gul 15 2022 10:14:06] [netlink.cppil@l] int check _statusichar®, char®, int, int, int)s======getwork down clear ip===e===
24137
24138 2022- 7-21 11:02:d1.652
24139 fuaibot [ 243%:3017669908) DEEUG  [50] (1] [2480] [Jul 15 2022 18:14:06) [netlink.oppilfl] int check_status({char®, char®, int, int,
int) s======Hetwork down clear ip=======

24140

24141 Logmaod faileds Mot found

24142 law wifi off sucoeas!

24143 IWifi off sucoess.!!! 2 i

24144 |open wifi {aw wifi cn} sugoess. wifi *m‘ Hﬁm

24145 BT UxkE Uxbd OxabD UxbF CahF UxdW Oxél Oxéd OwbE 0xT2 OxEd OxSE Oxf% 0xET OxBA OxEF codeshrray: Redmi_Haieciflél

2814¢ event_label 203, StaEvt.staterl

24147 s=sid: Fadni_ BaleriWill, basid:

24148 Comnacting to the network......

241458 lawel: 4

L8150 [SD][I] [2543] [Jul 15 2022 1H:14:04] [=mart_devica _managar_impl.cppildT4] int SmartDeviceManagerImpli::Implridispatch_daw_cloud_stata [int] @ [IN]
statardsa.

“|2418T pairs.key [alosat], pairs.valus [4]
24188 pairs.key [ssid], pairs.value []
24189 pairs.key [ap_mac], pair=.value []
24180 pairs.key [router mac], paira.walue []
24191

24192

24193 et [0]

24184  event_label 203, StaBvt.state:d

24195 =aid; RBedni BaiecBi#h, bsaid:

24156 P I TT

24187 Disconnmcted, the reason:WSE_NETWORK_BOT_EXIST

4198 ap AP D
241889 Z202%- T=21 11:0Z:49.240 |

24300 Miaibot [ 2439:2991619348) DEBDS | [app] [OeConnectErrar] OnConnectErrory areCode: 2, aaid: |, basid:
24301 202%- T-21 11:02:49.240
24202 fuadbot [ 2439:2991619348) OEEDS  [app] [atartComnact] comnactState @ 2
24203 2022- T-21 11:02:49.240

24204 fualbot [ 2433:23591€15348) DEADS |app] [atartComnect] recommect thread i3 run already or conpac L, T
242058 lavel: 4
24206  [5D] [T) [2643] [Jul 16 2022 18114104] [=mart_device manager_impl.opprldTd] int SmartDeviceMan 1
stater 2949,
24207  2022- T-21 11192:52.2081
24208 fuaibot [ 2439:300674%972) DEBUE  [SD][1][2543] [Jul 15 2022 18:14:04) [smart_devige ma: 14
SpartDeviceManagerimpldiiInpliidispatch_dev_cloud state [int): [IN) state;29%,
4-32: 4. 5o

TUV] LVMA Lt ENES AV ATeWW] LUT CALIA e e F DT ] LI ROLT WS LN RT LT LA p d

iR B

motState_ ¢ 2

_dev_cloud_state{int):[IN]

continue

54726 Succesafully
54727 2022- 7-21 1
54728 Faaibot | 24 [app] [onWifiCgnfigResult] onWifiConfigResult resetWpasupplicant({) OUT
2022- 7-21 1

54735 [BLUEZ] [wakeup_wri
54736  [BLUEZ] [wakeup_shan_wr

EATET MO el Lo -emld——1 FEAAT

4-33: 4.7.2-9 HESD
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XHEER: W

Connecterror/Disconnect 42 [0]1%F startConnect)

v

aw wifi on g0

BRSEACE
W | wifion 0
¥IdLsE—IE Connect 1
7 winof 0O T
i
H45R TR connect_ap 0 aw wifi connect 0

aw wifi off 0

4-34: 4.7.2-10 mizE

BAEBRR: WATRSfA aw_wifi_connect 3#0[E1AE,

fBRDE . NAKMNEIRE, BMNEENAB—& aw_wifi_connect [,

BREL:
1. AR s SRR,
2. S HRIAME R EI KR IRE A BB,

3. B RHMNNBEREREMUDN, 48/ ERE.

4. FBEEUHAHMRAE SR, HATIRERMREIRIASR, MRERN .

ERRE:

RIBHEERIDITERR, HEIFNTINEUNR, RHOTER:

o AIEIIFIR
o NTRENBEE,

4.7.3 FHZ: MALBEBEIGSHRECFHKK

iR . SS0EF LR, HECHIAIIR(R.

By -8
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’ STRYBR: W

e

H}
R

FiF: R328
1= XR829

wlan ks :

root@TinaLinux:/# cat sys/kernel/debug/ieee80211/phy0/xradio/version
Driver Label:XR_V02.16.91 _HT40_01.38_BG Aug 52022 01:36:58
Firmware Label:XR_C09.08.52.75_DBG_02.141 2GHZ HT40 Jun 14 2022 09:19:08

MERI: 17 (-70dB), REMAFH app (BREXR) ATHREEN, EMMINEMR, XE
23%s.

EFbagii

1. MERHINGBZMIFE FEERNEMRIK, BAEKRI app 2B, HEEBIASEE, KED
REELEME, 2. REDT 2.1 HNRESEENNRR . SWEFETHRIMNASARE
mesh, FRUUER T BEZF3E mesh B, FEPR wifi 89 fw BB E 141 kA, EBERRIHRRZFAE
80%. IERSRINN: BECWBY app BiBRY, BIRESEFREEEMA. 2.2 FITECM S ERFERS

RRiEn EoRE AERn 13

B—(15: 47 La:Je:JgI lE-JE-JgI 154720 £
B—(16: 10) 160937 16093 161006 3¢
B=(16: 19 16184
M4(16: 28]
F(16: 31

16:19:20| 34

DA [ (o [ [ AF
1 [

2
6

16:30 5L| 16:31:25) 34
S

EEAEREH

FUBE HxiEI=n

7]

4-35: 4.7.3-1 BEXIIFERS e 1t

Miot AIFE T #EI= 1 app MRXAVEETETE)Z 905, MEZ—NEEBNNE, MNIIKRBERKEHKN
BYBYE]ITzE/ VT 90s.

3. AR

3.1 EBEMIRIERE

=2 A A b e A ACRER T
B — R TG
BLE ACRI#1 SOFTAP AL
o A FHAIZ ssid passwd HiS .
19 W R ssid ¥ passwd [SR T,
R T RIS 1S TR R IS0 jot, ot BATHRE M{E.

4-36: 4.7.3-2 BECRU A2
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GLW/MIER

XHEER: W

32IFMRE DRI

AR H SRR s 5

=

F14E connect 15 O FREHAR H SRR

DISCOMMECTED

wifimanager FRja]{¥ aw_wifi_connect # D1 &R it CONNECTING
CONNECTED
start_udhcpc() OBTAINING_IP

Wpa_supplicant

METWORK_COMMECTED

& connect f5 %

¥RB29 JLE)

B

4-37: 4.7.3-3 ECRAAE

33N ARE, 17 wifimanager HrialfF BE D

;3= RE
1L R AP E BT
EMEE

3 1% ss1df0psk

4 2l softap PGB R
5 Balstal¥l B EER

6 i Aconnect_ap

7 FaENdhepiBiT A
& IR INE E P EE SRR

o Mg EEHEF
10 WIE BB BB ARTN (RARWip)

11 FRERipthbt

[SmartDevicePlug. cpp:ugw_plug_confiz start_wifi_sta callback:955][D] : [SmartDevicePlug] Ssid[9]
aldwinner, pwd[9] 123456789

[WifiManager] Now stop softap config

SoftapManager—>Digsable softap {in]

SoftapManager<>Dizable softap [out]

[WifiManager. epp:restart¥paSupplicant: 210J[D] : [¥ifiManager] Restart wpa supplicant!!!

: MoWifiMgr->Store s=id & pwd to list, walt connect wifl in order.
[SoundManager] Ready play local audio

[Mo¥ifiMgr. cppiconnect:283] (D]
[SoundManager. epp:playlocal Tip:511[D] :
recv_pwd_start_connect_wifi.mp3.
[Mo¥ifiMgr. cpproperator () :173] (D]
bssid: 36FBSBE48FS1 [Start]

: MeWifiMgr—>User comnect ssid: allwimmer, password: 123456789,

[SnartDevicePlua, cpp:ugw_plug_config_dhep_callback:9871[D] : [SmartDevicePlug] Wait DECP timeout
[5tart]

[LocalhudicPlaver. cpp:play:511(D1 : [LocaldudioPlayer] play
/ant/UDISE/module/tone/recy_pvdistart_commect_wifi.np3
ar wifi on success!

success.

Cormect ap with ssidfallwimmer), pwd(123456729), label 3
event_label:3

— »WMG_EVENT: WSECACTIVE_CONNECT

= 2MMG_STATE: CONNECTING

———>WMG_EVENT: WSE_ACTIVE_CONNECT

———>WMG_STATE: CONNECTED

event_label 3, StaBvt.state:5

ssid: allwinmer, bssid: 36FBSBE43F91

Cormected to the AP

———>WMG_EVENT: WSE_ACTIVE_OBTAINED_IP

———>WMG_STATE: OETAINING_IP

event_label 3, StaBvt.state:3

ssid: allwinmer, bssid: 36FBSBE43F91

Getting ip address......

OBTAINING IPvd......

4-38: 4.7.3-4 BCRAAZ

: [SeundManager] Ready play local audie enter wifi_config. mp3.

RERE
DISCONNECTED
DISCONNECTED

DISCONNECTED

DISCONNECTED

DISCONNECTED

DISCONNECTED

DISCONRECTED

DISCONRECTED

CONNECTING

CONNECTED

OETAINING_IF

WAFRE © BRiBeERHERNERAE. RE—TMF

XA4IaRA R f5: aw-document@allwinnertech.com

2


mailto:aw-document@allwinnertech.com

@LWIMIER
g XHEEE: W

COBTAINING IPv4 times:0......
event_label:3
——>WMG_EVENT: WSE_ACTIVE_OBTAINED_IP
P : ——>WMG_STATE: NETWORE_CONNECTED
12 TR pH R event_label 3, StaEvwt.state:l
ssid: allwinner, bssid: 36FESBE43F91
B WIBELN
Successful network commection
Updating IP Address...
local IP address: <192.188.204.100>
broadcast IP address: <192.168.204. 255>
13 Efipiiht A Update IP Address Complete 192, 168. 204. 100 192,168, 204. 255 NETYORE_CONNECTED
[08-02 22:28:00::633208] [No¥ifivbserver. cop:OnConnected: 28] [D] : Mo¥ifiObserver—>Network commected,
ssid @ allwirmer, bssid : 36FESBE43F91
[08-02 22:28:00::683396] [MoWifilgr. cppnotify:301][D] @ MoWifiMgr—>Wifi status is 0

do cnd STATUS
status info:
bseid=36:fh:Gh:ed4:3f:01
freq=2412
esid=allwimmer
id=0
14 EEERRDEH node=station NETYORE_CONNECTED
pairwise_cipher=CCHP
group_cipher=CCHP
key_mgnt=YPAZ-FSK
wpa_state=COMFLETED
ip_address=192. 168. 204, 100
address=84:26:7a:3e:8a:78
[MoWifiMgr. cppinotify:319]1[E] : MoWifiMgr—>Query rssi fail, set 100
[¥ifiManager] Wifi commected, auto: true, rssi 100
[Schedulelodule. cpp:load3chedulesFronCloud: 2251 [D] : [ScheduleModule] lead schedules from cloud url
http://ai. haier.net:11000/access/ai-access/dot/schedul e/ query
[ScheduleModule. cpp:loadSchedulesFronCloud: 2481 [D] : [ScheduleModule] Load cloud schedule data:
16 [“data”:[], "processorContextList”: [], “response” " /MR RARERRE, SEEARTLMBRETBE
. “retCode” :* 000007, “retInfo” /U TERRTI
7, Man” T 20220802223002810000241986”, “triggerId”: ", "uSpanld”: 0. 1", “uTraceld”: “0280b%3allfadcfTalcThb

HETYORE_CONNECTED

1785564483" }
17 BEER AR R RN [SoundManager. cpp:playLocalTip:511[D] : [SoundManager] Ready play local audio wifi_config_failed. mp3.
- " " J— [SmartDevicePlug. cpp:stopWifiConfigMode:1144][D] : [SmartDevicePlug] Need restart wpa supplicant.
18 BLFARELEMEEE [VifiManazer. conirestart¥nafimnlicant : 2101107 @ [WifiManaear] Restart wna simmlicant!l!

4-39: 4.7.3-5 BRI

MR BTRYHEXTEL, $FIZEH O WSE_OBTAINED_IP.TIMEOUT

EBMIFRT, WHSERERTEIREE ip it (HEC ip W ERRHZEANITA) , wifiman-
ager Hai RBEAN try BINLE, MEMBSHTEIFIRGRRNE, REENHEIREET ip #
ut, WEXMIBINT 6

int udhcpe_

nt times
char ipaddr[NI_MAXHOST] =

get_net_1ipl , AF_INET, -
wmg_printf(MsSG_DEBUG, "I | d......\n", times);
times++;

le((ipaddr[o

turn

eturn

4-40: 4.7.3-6dhcp

Sl R RLA try BN, REELEMINRIET ip ik, BEERW, BENARE RIRE
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Auwiner
. NIEER: R

NS EWRIRE =R

EREFHNAERIZELZIN, EENABIAMA connect WBERIZBEBRENG, REXKT, ML
ZIRBEERIREL iot, ot HIEREKM, FiE app i—EHFR, &EEHR. BMEREBR dhep 5
Ih, BCRIRT), RERERSE Lk ot

RZS R -
§5MIFLR, =FFE dhep KW, SEEXMFERINK, EEBMRK,

N ANERZESBEMEENG, BEREERENG, FERIINER, NAKE LKS ot,
iot ZEIMRE —RKMWNER, FRE—HIANZEEBH AN,

fRRIE:

N ARIM—RBENSE, E—/RKWEN: YE WSE_OBTAINED_IP_TIMEOUT %cA_LiR4 iot, B
REF—R, XBIRE—NEN, R 60s BsBMY, BRRMNER LIRS ot

BRBLE!

1. FiIARIEE RAIMR,

2. AT FHHRIAMM B EIRE R AR BB,

3. B RHARINBERER, WO, BADW, FIER.

4 FEEEMHALBRALTR, FAIRENRCRESR, BRBIBAS.
5.5 REZISHRIENRR, B2 RN TRz

BOERE, WESRE, BRAAE [EREREREANEL: SHMEEE, LEEMNEREER
A3, ]

ERRE:
RIEBHEERIDITERR, GEImNTIEUNR, RHOTER:

o AIEINIE
o DTRENES.
o WAIFANIFMZE,
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g XHEEE: W

E{E =R

H&*yﬁﬁﬁ ©2024 E’E/'@élu\*‘l’ﬁﬂ&ﬁiﬁﬁa/&ao 1%%_1:]]7}:2%U0

KX RNBRERUERIP, HEFNBEKE2THERHERAT ( “2F ) HEHRE
_t)J*y%Uo

AXHEEEENREFERMRRM ™, RELEPEWFA, EESUMNATFEERED.
fil. B RRJEBRISEATH I EE, BEREFUEAFH LR,

(ot

LLWINNER LLWINNER LLWNINNER
C g¢ﬂ;§\§'b\ *’I‘ *i C (R 275

é)ﬂﬁﬁﬁéuﬂﬁkﬁﬁm NEETEEEMET. ARSERAN T RPHINEES
R, Pamaik, MRS, HRESEREARE,

REFNA

BHEON~m. RSFFUENZESHKELEREROBRAE ( & ) 2aEENHIE
EFMFRAVLIR A PR 2B A D ™~ m. RS AR AIRER A S P LS fE B TEE
Wo ERARNBIAERRIRESRFMMAEXIREE, HREEASENEANR, /K BTRIEER
FYUERTH (BEEFEFINEE, B, BREER) BRITFER, 2T R,

ﬁﬁﬁﬁﬁﬁ%ﬁ RS E BT mRE ARSI EMRE, AXEATERREN, WX
B, 8RR 1TEN. 2EREDELAXEFRHEBNES, EHFTHERBET2REHEIR K
ﬁ%$i&ﬁk$ﬁ%(@%ﬁ?ﬁ?@ﬁm\ﬁ%m\%%Mh%)ikiﬁmﬁ_ﬁﬂﬂ$
, @EMANT. A XERNFREKRR. (EE8MENH AR ERBAR SRR RIES A,

SR PAREE R H M5 TR F 2SI ERZ IR~ EEKES RVER~mhY
HizH, AIRERERF[E=ZFHNFIFE, BEETEE = ANFANREEXNITFR, £&EFE
BUARAMERRTREEZ SR BRI (TR . 2EFWERERNE=
BT R ERA B EARIE BEIREBEEMX S,
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